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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a contents receiver corresponding to a 
plurality of RMPs(Right Management and; Protection) systems drawn up in each 
contents distribution system. 

SOLUTION: Only formats for regulating the specifications of the RMPs composed of 
information such as contents chargingsecurity and copyright protection are unified. 
Each contents provider inputs enciphered contents and right processing information 
in a format conforming to the unified specification. A contents user side can decode 
and utilize contentsregardless of their PMP systemson the same contents receiver 
only by preparing a plurality of functions corresponding to the respective RMP 
systems. 



CLAIMS 



[Claim(s)] 

[Claim 1]It is content reception equipment which receives contents distributed in 
conformity with prescribed right management and protection (Right Management & 
Protection:RMP) systemA content reception means to receive contents 
distributingand an identification device which identifies right management and a 



protection system of receiving contentsContent reception equipment providing a right 
processing means which carries out right processing of the receiving contents 
according to applicable right management and protection system based on a 
discriminated result by said identification device. 

[Claim 2]Right management and a protection system A cipher system of 
contentsdistribution systems of a keya contents decryption systemA transmission 
system of accounting information or keysarchive-medium control informationa system 
of mutual recognitionAPS (Analog Protection System: a macro visionCGMS (Copy 
Generation Management System)etc.)The content reception equipment according to 
claim 1 specifying an indispensable item to content purchase and contents use of 
viewing limit information etc. 

[Claim 3]The content reception equipment according to claim 1 characterized by what 
it has two or more kinds of right management and protection modulessaid right 
processing means chooses corresponding right management and protection module 
based on a discriminated result by said identification deviceand right processing of 
receiving contents is performed for. 

[Claim 4]Have right management and a protection module acquisition means which 
acquires right management and a protection module from the exteriorand said right 
processing meansThe content reception equipment according to claim 1 
characterized by what right processing of receiving contents is performed for using 
right management and a protection module acquired from the exterior via said right 
management and protection module acquisition means based on a discriminated result 
by said identification device. 

[Claim 5] Have right management and a protection module generation means to 
generate right management and a protection module automatically according to 
specification description of right management and a protection systemand said right 
processing meansThe content reception equipment according to claim 1 
characterized by what right processing of receiving contents is performed for using 
right management and a protection module generated by said right management and 
protection module generation means. 

[Claim 6]The content reception equipment according to claim 1 including a contents 
storage means which accumulates contents. 

[Claim 7]The content reception equipment according to claim 1 characterized by what 
contents before right processing by said right processing means are stored in said 
contents storage means for including a contents storage means which accumulates 
contents. 

[Claim 8]The content reception equipment according to claim 1 characterized by what 
contents after right processing by said right processing means are stored in said 
contents storage means for including a contents storage means which accumulates 
contents. 

[Claim 9]Said content reception meansincluding further a contents storage means 



which receives contents distributed in form enciphered with a predetermined keyand 
accumulates contents said right processing meansThe content reception equipment 
according to claim 1 characterized by what enciphered content which received is 
decryptedand is stored in a contents storage means after re-enciphering with other 
keys. 

[Claim 10]Contents distributed in form that said content reception means was 
enciphered with a predetermined keyAndincluding further a contents storage means 
which receives an enciphering key which enciphered this key and accumulates 
contents said right processing meansThe content reception equipment according to 
claim 1 characterized by what a received enciphering key is decryptedand is stored in 
a contents storage means with enciphered content after re-enciphering with other 
keys. 

[Claim 11]The content reception equipment according to claim 1 wherein said right 
processing means accumulates a log of right processing of receiving contents. 
[Claim 12]The content reception equipment according to claim 1 characterized by 
what said right processing means carries out APS (Analog Protection System) 
processingand does for the external output of the regenerative signal of contents 
after right processing according to specification description of applicable right 
management and protection system. 

[Claim 13]The content reception equipment according to claim 1 wherein said right 
processing means enciphers and carries out the external output of the contents after 
right processing. 

[Claim 14]It is a contents receiving method which receives contents distributed in 
conformity with prescribed right management and protection (Right Management & 
Protection:RMP) systemA content reception step which receives contents 
distributingand a discernment step which identifies right management and a protection 
system of receiving contentsA contents receiving method providing a right processing 
step which carries out right processing of the receiving contents according to 
applicable right management and protection system based on a discriminated result 
by said discernment step. 

[Claim 15]Right management and a protection system A cipher system of 
contentsdistribution systems of a keya contents decryption systemA transmission 
system of accounting information or keysarchive-medium control informationa system 
of mutual recognitionAPS (Analog Protection System: a macro visionCGMS (Copy 
Generation Management System)etc.)The contents receiving method according to 
claim 14 specifying an indispensable item to content purchase and contents use of 
viewing limit information etc. 

[Claim 16]The contents receiving method according to claim 14 characterized by what 
it has two or more kinds of right management and protection modulescorresponding 
right management and protection module are chosen in said right processing step 
based on a discriminated result by said discernment stepand right processing of 



receiving contents is performed for. 

[Claim 17]Based on a discriminated result by said discernment stepit has further right 
management and a protection module acquisition step which acquires applicable right 
management and protection module from the exteriorThe contents receiving method 
according to claim 14 characterized by what right processing of receiving contents is 
performed for in said right processing step using right management and a protection 
module acquired from the exterior by said right management and protection module 
acquisition step. 

[Claim 18]Have further right management and a protection module generation step 
which generates right management and a protection module automatically according 
to specification description of right management and a protection systemand in said 
right processing step. The contents receiving method according to claim 14 
characterized by what right processing of receiving contents is performed for using 
right management and a protection module generated by said right management and 
protection module generation step. 

[Claim 19]The contents receiving method according to claim 14 containing a contents 
storage step which accumulates contents which received. 

[Claim 20]The contents receiving method according to claim 14 containing a contents 
storage step which stores contents before right processing by said right processing 
step. 

[Claim 21]The contents receiving method according to claim 14 containing a contents 
storage step which stores contents after right processing by said right processing 
step. 

[Claim 22]Contents distributed in form enciphered with a predetermined key at said 
content reception step are receivedThe contents receiving method according to claim 
14 characterized by what it has for a contents storage step stored after re- 
enciphering receiving contents decrypted in said right processing step with other keys. 
[Claim 23]Contents distributed in said content reception step in form enciphered with 
a predetermined keyAnd the contents receiving method according to claim 14 
characterized by what an enciphering key which enciphered this key is received and it 
has for a contents storage step stored with enciphered content after re-enciphering a 
key decrypted in said right processing step with other keys. 

[Claim 24]The contents receiving method according to claim 14 provided with a log 
accumulation step which accumulates a log of right processing of receiving contents 
in said right processing step. 

[Claim 25]A regenerative signal of contents after right processing by said right 
processing stepThe contents receiving method according to claim 14 characterized by 
what APS (Analog Protection System) processing is carried out according to 
specification description of applicable right management and protection systemand it 
has an external output step which carries out an external output for. 
[Claim 26]The contents receiving method according to claim 14 characterized by what 



it has for an external output step which enciphers and carries out the external output 
of the contents after right processing by said right processing step. 
[Claim 27]. Are characterized by comprising the following. So that reception of 
contents distributed in conformity with prescribed right management and protection 
(Right Management & Protection:RMP) system may be performed on computer 
systems. A storage which stored described computer software physically in 
computer-readable form. 

A content reception step to which said computer software receives contents 
distributing. 

A discernment step which identifies right management and a protection system of 
receiving contentsand a right processing step which carries out right processing of 
the receiving contents according to applicable right management and protection 
system based on a discriminated result by said discernment step. 

[Claim 28]A server comprising: 

A means to accumulate two or more right management and protection modules 
corresponding to each right management and protection system. 
A means to answer a demand having contained identification information of right 
management and a protection systemand to transmit applicable right management and 
protection module. 

[Claim 29]A server comprising: 

A means to accumulate two or more right management and protection modules 
corresponding to each right management and protection system. 
A means to answer an inquiry based on identification information and to change 
contents using applicable right management and protection module. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the content reception equipment and 
the contents receiving method which receive the contents distributed via a broadcast 
wavea networketc.lt is related with the content reception equipment and the contents 
receiving method with which a specific user receives the pay content distributed in 
the form that a moviemusicetc. were enciphered especially. 

[0002]As for this inventioncontents work and providing agentssuch as a movie and 
musicstart the content reception equipment and the contents receiving method to 
receive in detail for the enciphered content distributed via brokerssuch as a 



broadcasting organization and an Internet Service Providerand it especiallylt is related 
with the content reception equipment and the contents receiving method with which 
contents work and the providing agent itself receive the contents which distribute fee 
collectionsecurityetc. about contents use with a controllable form. 
[0003] 

[Description of the Prior Art]It is increasingly dealt with on information machines and 
equipmentsuch as a computerwith innovation of the information technology of these 
days as contents by which various mediasuch as an image and musicwere digitized. 
These contents can be distributed by development of information and communication 
technology using broadcast of a satellitea terrestrial waveetc.or a broad-based 
network like the Internet. 

[0004] Distribution of an image content or a music content is already carried out 
partly. According to contents distribution technologya conventional commercial 
distribution course and physical medium are omissible. Even if it is the consumers of a 
remote placedesired image and music title can be obtained easily. Contents work 
volition leads also to development of increase and the whole industry by making 
higher profits with the position by the side of contents work and a providing agent by 
quick and efficient contents selling. [0005]For examplein the server type and 
accumulation type broadcasting system on condition of the TV receiver containing 
the mass hard disk driveProfits are certainly securable by enciphering and distributing 
contentssuch as a moviein the contents distribution contractor of a broadcasting 
station or othersand charging the key for decryption to a contents purchaseri.e.a 
televiewerat the time of distribution. 

[0006]Such a content reception form is also called a CAS (Conditional Access 
System (limited reception)) system. In drawing 14 the general-view composition of the 
contents distribution system of a CAS base is illustrated. 

[0007]The content provider who makes or provides contents for distributionsuch as 
an image and musicin the contents distribution system shown in the figurelt 
comprisesa contents distribution entrepreneur who distributes to consumers the 
contents which a content provider provides via a broadcast wave or a networkand the 
consumersi.e.three persons of a general userwho receive contents. 
[0008]The broadcasting organization for whom the contents distribution entrepreneur 
used broadcasting satellitessuch as BS(Broadcasting Satellite: broadcasting satellite) 
CS (Communication Satellite: communications satellite)for examplelt comprises an 
Internet Service Provider etc. which manage the broadcasting organization using a 
terrestrial wave or the connection service to the Internetand the variety-of- 
information contents providing service on the Internet. 

[0009]The general user is installing the content reception machine which receives 
contents distributingfor example in a house. A TV receiver like STB (Set Top Box) 
may be sufficient as the content reception machine which receives the contents 
through a broadcast wavefor example. A common computer system like a personal 



computer (PC) may be sufficient as the content reception machine which receives 
contents via the Internetfor example. A content reception machine contains a hard 
disk driveand it is preferred that it is a receiver corresponding to the accumulated 
type broadcast which can accumulate a long timei.e.an imageand a lot of music 
contents. 

[0010]In order for a content reception machine to receive contents via a broadcast 
waveit is necessary to equip the CAS (limited reception) card corresponding for every 
broadcasting organization. In order to receive contents via the Internetwhile acquiring 
a user account (user qualification) from a predetermined Internet Service Provider 
beforehandit is necessary to carry out an Internet connectivity via a nearby access 
point at the time of content purchase. 

[001 1]What is necessary is just to use the time of CAS card (or receiver which 
contained CAS) purchasefor examplein order for a broadcasting organization to 
collect the expenses and profits which contents distribution takes. What is necessary 
is just to add the contents fee amount equivalent to the fee paid every monthfor 
examplein order for an Internet Service Provider to collect the expenses and profits 
which contents distribution takes. Howeverthe charging system by the CAS system or 
a user account aims to let a contents distribution entrepreneur control the fee 
collection to each consumersi.e. contents user. 
There is nothing under a content provider's control. 

In other wordseven if a content provider uses CAS of the contents distribution 
entrepreneur bodyetc.he cannot secure his profits. 

[001 2]In order for a content provider to collect a contents fee from general 
consumerslt is mentioned that the content provider itself decides upon contents 
provision systems (referred to as RMP (Right Management & Protection) below)such 
as a contents feesecurityand copyright protection. In RMPmore specifically The 
system of encryptionthe distribution systems of a keya contents decryption 
systemThe transmission system of accounting information or keysarchive-medium 
control informationthe system of mutual recognitionThe indispensable item is included 
in the content purchase and contents use of APSs (Analog Protection System: a 
macro visionCGMS (Copy Generation Management System)etc.)viewing limit 
informationetc. In the user and consumer side of contentsby preparing the content 
reception machine which mounted the RMP module corresponding to a content 
providerthe contents distributing which uses a content provider as a supply source 
can be purchased on the success reverse sideand it can usenamelyview and listen to 
it. It may be made to leave the batch management of accounting information to the 
settlement-of-accounts organization besides a content provider like a control center. 
[001 3] Howeverthe actual condition is deciding upon the RMP system about a 
contents feesecurityand copyright protection variously generally for every contents 
distribution system which each content provider provides, if a contents distribution 
system is different even if it is the same music content distribution and movie 



contents distribution under the environment where two or more systems are 
intermingled — the same contents receiver top — if — that is [ it cannot decrypt ]it 
falls into the situation where contents cannot be used. 

[0014]For exampleif a contents user is going to purchase contentstwo or more 
content providersi.e.distribution systemThe hardware or software of a content 
reception machine must be prepared for every distribution systemit is inconvenient to 
a user or excessive expenses are needed. As a conclusion with the troublesome 
content purchase methodwhen a user's contents refrainment from buying arisesthe 
profits of contents offer / distribution enterprise will make little increaseand the 
whole enterprise may become calm. 
[0015] 

[Problem to be solved by the invention]The purpose of this invention is to provide the 
outstanding content reception equipment and contents receiving method with which a 
specific user can receive suitably the pay content distributed in the form that a 
moviemusicetc. were enciphered. 

[0016]. The further purpose of this invention can receive suitably the enciphered 
content which contents work and providing agentssuch as a movie and 
musicdistribute via brokerssuch as a broadcasting organization and an Internet 
Service Provider. It is in providing outstanding content reception equipment and 
contents receiving method. 

[0017]The further purpose of this invention is for contents work and the providing 
agent itself to provide the outstanding content reception equipment and contents 
receiving method which can receive suitably the contents which distribute fee 
collectionsecurityetc. about contents use with a controllable form. 
[0018]The further purpose of this invention is to provide outstanding content 
reception equipment and a contents receiving method which can respond to two or 
more RMP (Right Management & Protection) systems upon which it is decided for 
every contents distribution system. 
[0019] 

[Means for Solving the Problem and its Function]This invention is made in 
consideration of an aforementioned problemand the 1st sidelt is content reception 
equipment which receives contents distributed in conformity with prescribed right 
management and protection (Right Management & Protection:RMP) systemA content 
reception means to receive contents distributingand an identification device which 
identifies right management and a protection system of receiving contentslt is 
content reception equipment providing a right processing means which carries out 
right processing of the receiving contents according to applicable right management 
and protection system based on a discriminated result by said identification device. 
[0020]Work / offer entrepreneur of contents distributes contents in form that 
encryption etc. were protected according to right management and a protection 
system called RMP. Generallyvarious right management and protection system are 



adopted for every contents work / offer entrepreneur. 

[0021]Only by unifying only a form which specifies specification of right management 
and a protection system according to content reception equipment concerning the 
1 st side of this inventionAn identification device can identify right management and a 
protection system of receiving contentsand the right processing means can carry out 
right processing of the receiving contentsusing selectively right management and a 
protection system applicable based on this discriminated result. 
[0022]Thereforeonly by preparing beforehand a function corresponding to each right 
management and protection systemeven if it is a case where contents in accordance 
with which right management and protection system are receivedit can respond to 
several different contents distribution systems using one set of a content reception 
machine. It becomes unnecessary that isto be able to decrypt contents on the same 
contents receiverto be able to appropriate for the useand to prepare apparatussuch 
as a receiver for every distribution system. 

[0023]Among each contents work and offer / distribution entrepreneurargument 
involving standardization of contents distribution systemssuch as RMP specification 
descriptioncan be calmed down. Compatibility and flexibility of contents distributing 
between each contents work and offer / distribution entrepreneur can be raised. 
Convenience increases in a contents user. 

[0024] Here right management and a protection system to say A cipher system of 
contentsdistribution systems of a keyA contents decryption systema transmission 
system of accounting information or keysarchive-medium control informationA 
system of mutual recognitionAPS (Analog Protection System: a macro visionCGMS 
(Copy Generation Management System)etc.)An indispensable item is specified to 
content purchase and contents use of viewing limit information etc. 
[0025]Content reception equipment may be beforehand provided with two or more 
kinds of right management and protection modules. In such a casesaid right 
processing means can choose corresponding right management and protection module 
based on a discriminated result by said identification deviceand can perform right 
processing of receiving contents. 

[0026]Or content reception equipment may be provided with right management and a 
protection module acquisition means which acquires right management and a 
protection module from the exterior. In such a casesaid right processing means can 
perform right processing of receiving contents using right management and a 
protection module acquired from the exterior via said right management and 
protection module acquisition means based on a discriminated result by said 
identification device. 

[0027]Or content reception equipment may be provided with right management and a 
protection module generation means to generate right management and a protection 
module automatically according to specification description of right management and 
a protection system. In such a casesaid right processing means can be done 



[ performing right processing of receiving contents using right management and a 
protection module generated by said right management and protection module 
generation meansor ]. 

[0028]Content reception equipment may include a contents storage means which 
accumulates contents. For examplecontents before right processing by said right 
processing means and after right processing are storable in said contents storage 
means. 

[0029]Contents which said content reception means receives are enciphered with a 
predetermined keyfor example. In such a casesaid right processing means decrypts 
enciphered content which receivedand after re-enciphering with other keysit may be 
made to store it in a contents storage means. By such compositioncontents after 
right processing can be protected further. 

[0030] Contents which said content reception means receives also receive an 
enciphering key which enciphered this key further while being distributed in form 
enciphered with a predetermined keyfor example. In such a casesaid right processing 
means decrypts a received enciphering keyand after re-enciphering with other keysit 
may be made to store it in a contents storage means with enciphered content. By 
such compositioncontents after right processing can be protected further. 
[0031 ]It may be made for said right processing means to accumulate a log of right 
processing of receiving contents. In such a casea settlement-of-accounts 
organization can perform exact accounting byfor exampletransmitting an accumulated 
log to a predetermined settlement-of-accounts organization periodically or irregularly. 
[0032]Said right processing means carries out APS (Analog Protection System) 
processing according to specification description of applicable right management and 
protection systemand may be made to carry out the external output of the 
regenerative signal of contents after right processing. In such a casea video recovery 
signal after right processingetc. can be protected. 

[0033]Said right processing means enciphers contents after right processingand may 
be made to carry out an external output. In such a casea case where contents are 
transmitted to other information machines and equipmentfor example by a home 
network course like IEEE 1394Contents can be protected even if it is a case where 
transmit contents to a computer system like a personal computer (PC) via LANand it 
processes using application. 

[0034]The 2nd side of this invention is a contents receiving method which receives 
contents distributed in conformity with prescribed right management and protection 
(Right Management &Protection:RMP) systemA content reception step which 
receives contents distributingand a discernment step which identifies right 
management and a protection system of receiving contentslt is a contents receiving 
method providing a right processing step which carries out right processing of the 
receiving contents according to applicable right management and protection system 
based on a discriminated result by said discernment step. 



[0035]Only by unifying only a form which specifies specification of right management 
and a protection system according to the contents receiving method concerning the 
2nd side of this inventionA discernment step can identify right management and a 
protection system of receiving contentsand can carry out right processing of the 
receiving contents in a right processing stepusing selectively right management and a 
protection system applicable based on this discriminated result. 
[0036]In said right processing stepbased on a discriminated result by said 
discernment stepcorresponding right management and protection module are 
chosenand it may be made to perform right processing of receiving contents. 
[0037]Or based on a discriminated result by said discernment stepit may have further 
right management and a protection module acquisition step which acquires applicable 
right management and protection module from the exterior. In such a casein said right 
processing stepright processing of receiving contents can be performed using right 
management and a protection module acquired from the exterior by said right 
management and protection module acquisition step. 

[0038]Or it may have further right management and a protection module generation 
step which generates right management and a protection module automatically 
according to specification description of right management and a protection system. 
In such a casein said right processing stepright processing of receiving contents can 
be performed using right management and a protection module generated by said right 
management and protection module generation step. 

[0039]A contents storage step which accumulates contents which received may be 
included. For exampleit may be made to store contents before right processing by 
said right processing stepand after right processing. 

[0040]At said content reception stepwhen receiving contents distributed in form 
enciphered with a predetermined keyit may have a contents storage step stored after 
re-enciphering receiving contents decrypted in said right processing step with other 
keys. 

[0041] Contents distributed in said content reception step in form enciphered with a 
predetermined keyAnd after re-enciphering a key decrypted in said right processing 
step with other keysit may be made to have a contents storage step stored with 
enciphered contentwhen receiving an enciphering key which enciphered this key. 
[0042]It may have a log accumulation step which accumulates a log of right 
processing of receiving contents in said right processing step. In such a casea 
settlement-of-accounts organization can perform exact accounting byfor 
exampletransmitting an accumulated log to a predetermined settlement-of-accounts 
organization periodically or irregularly. 

[0043]It may have an external output step which carries out APS (Analog Protection 
System) processingand carries out the external output of the regenerative signal of 
contents after right processing by said right processing step according to 
specification description of applicable right management and protection system. 



[0044]It may have an external output step which enciphers and carries out the 
external output of the contents after right processing by said right processing step. 
[0045]The 3rd side of this inventionSo that reception of contents distributed in 
conformity with prescribed right management and protection (Right Management 
&Protection:RMP) system may be performed on computer systems. In computer- 
readable formare described computer software the storage stored physicallyand said 
computer softwareA content reception step which receives contents distributingand a 
discernment step which identifies right management and a protection system of 
receiving contentslt is a storage providing a right processing step which carries out 
right processing of the receiving contents according to applicable right management 
and protection system based on a discriminated result by said discernment step. 
[0046]A storage concerning the 3rd side of this invention is a medium which provides 
computer software physically in a computer-readable form to computer systems of flexibility 
which can execute various program oodesfor example. Attachment and detachment of CD 
(Compact Disc)FD (Floppy Disc)MO (Magneto-Optical disc)etc.etc. are free for such a 
mediumand it is a storage of portabilityfor example. Or it is also technically possible 
to provide specific computer systems with computer software in computer-readable form via 
transmission mediasuch as a network (a network does not ask distinction of radio and 
a cable)etc. 

[0047]Such a storage defines a collaboration relation on structure of computer 
software and a storage for realizing a function of predetermined computer softwareor 
a function on computer systems. By installing predetermined computer software in 
computer systems via a storage concerning the 3rd side of this inventionif it puts in 
another wayOn computer systemsa collaboration operation is demonstrated and the 
same operation effect as content reception equipment and a contents receiving 
method concerning each 1st [ of this invention ] and 2nd sides can be obtained. 
[0048]A means by which the 4th side of this invention accumulates two or more right 
management and protection modules corresponding to each right management and 
protection systemlt is a server provided with a means to answer a demand having 
contained identification information of right management and a protection systemand 
to transmit applicable right management and protection module. 
[0049JA means by which the 5th side of this invention accumulates two or more right 
management and protection modules corresponding to each right management and 
protection systemlt is a server possessing a means to answer an inquiry based on 
identification information and to change contents using applicable right management 
and protection module. 

[0050]The purposethe featureand an advantage of further others of this invention will 
become clear [ rather than ] by detailed explanation based on an embodiment and 
Drawings to attach of this invention mentioned later. 
[0051] 

[Mode for carrying out the invention]An embodiment of this invention described below 



explains content reception equipment which can respond to two or more RMP(s) upon 
which it is decided for every contents distribution system. 

[0052] RMP is the abbreviation for Right Management & Protectionand is a concept 
used by TV Anytime Forum, becoming a problem in a contents distribution enterprise 
through broadcast or a network — an illegal use of contents — merely seeing and 
merely hearing it — it is . If this kind of malfeasance overrunscontents work and offer 
/ distribution entrepreneur's just profits will not be guaranteedbut it will be concerned 
also with enterprise fate. In other wordsuse right management of contents and 
protection are requiredand RMP bears this. 

[0053]In RMPmore specifically A system of encryptiondistribution systems of a keya 
contents decryption systemA transmission system of accounting information or 
keysarchive-medium control informationa system of mutual recognitionAn 
indispensable item is included in content purchase and contents use of APSs (Analog 
Protection System: a macro visionCGMS (Copy Generation Management 
System)etc. Viewing limit informationetc. 

[0054]Only a form which specifies specification of RMP which consists of these items 
is unifiedand each contents offer entrepreneur should just input enciphered content 
and right processing information into contents in form in accordance with this 
specification. In such a casein the sideconsumersi.e.a contents userwho receive and 
use contents. Even if it is the contents based on what kind of RMP system by 
preparing two or more functions corresponding to each RMP systemit can decrypt on 
the same contents receiver and can appropriate for the use. 
[0055]RMP specification description can be described as a part of metadata which 
accompanies contents distributingfor example. Belowa portion relevant to RMP 
specification description will be called "right processing metadata" among metadata. 
For examplein the case of digital broadcasting etc.metadata can be distributed as 
data for data broadcasting which accompanies a volume on program book. 
[0056]Conceptual composition of a RMP module is shown in drawing 1 . A RMP module 
is built in and used for a content reception machine of a form of STB (Set Top Box) 
or othersand can be mounted using a module of predetermined hardware or 
softwarefor example. As shown in the figurea RMP module has composition provided 
with some interfaces for outputting and inputting data about receiving contents. 
[0057]The contents downloaded via networkssuch as contents received via broadcast 
of a satellite wave or a terrestrial wave or the Internetare stored in mass storage 
devicessuch as a hard disk drivewith metadata. A RMP module inputs receiving 
contents in the state before right processing directlywithout passing a hard disk drive 
course or a hard disk drive. 

[0058]Encryption is given to contents bodiessuch as an image and musicfor the 
purpose of contents protection. Thereforethe decipherment function (Decryptor) for 
solving enciphered content is requiredand a RMP module has an interface for an 
enciphered content input which inputs enciphered content by the specified 



cryptographic algorithm. 

[0059]Although metadata is distributed corresponding to each contentsin itthe 
information which shows the right processing and the required right protection about 
contentsi.e.right processing metadatais included. 

[0060]The copy control information etc. of the keys for solving contentsthe terms of 
purchase of contentsa service conditionand the decoded contents are included in 
right processing metadata. A RMP module has an input interface of right processing 
metadata which inputs the information about right processing or protection according 
to a regular format. 

[0061]Contents distributing is encipheredfor example by a contents keyand this 
contents key is transmitted with enciphered content with a form further enciphered 
with a distribution key (Distribution Key). In a RMP modulea distribution key is helda 
contents key enciphered using this distribution key can be decodedand enciphered 
content can be further decoded using a decoded contents key. While being able to 
perform contents distribution safely according to such encryption and a transmission 
systemchanging a contents key for every contentsby a RMP moduleenciphered 
content can be decoded by holding a single distribution keyand it can appropriate for 
the use. It may be made for a right processing metadata input interface of a RMP 
module to input an enciphered content key as right processing metadata. 
[0062]Specification about fee collection for contents use upon which it decides in 
contents work / offer entrepreneur is also included in right processing metadataand it 
may be made for a right processing metadata input interface of a RMP module to 
input this. 

[0063]As specification about fee collectionprice informationservice conditions 
(reproduction fee collection in every timenumber-of-times restrictions which 
specified the refreshable number of times beforehandtime limitation made refreshable 
till the predetermined dateetcjetc. can be specifiedfor example. 
[0064]For the accounting to a contents usersettlement-of-accounts organizations 
other than a contents work and offer / distribution entrepreneur like a control center 
may be established. It connects with such a control center and a RMP module has an 
accounting interface for performing the transaction about fee collection or settlement 
of accounts. Whenever itfor examplereproduces the contents accumulated on the 
hard disk drivea fee collection log is generatedand it connects with a control center 
for every prescribed periodand a RMP module transmits a log. On the other handthe 
control center can perform fee collection and settling processing based on the log 
sent by each contents user. 

[0065]It is as having already stated to have the interface for enciphered content for a 
RMP module to input the receiving contents before right processing. A RMP module 
for the interface for accumulating the contents after right processing in a hard disk 
drive again for the use covering several times of contentsand permanent / 
semipermanent preservation of contentslt has the interface for storing the contents 



after right processing on removable mediassuch as DVD (Digital Versatile Disc). The 
interface for the contents storage and reproduction after such right processing can 
specify existencean authentication methodetc. of the control to mediasuch as 
encryption of the contents for accumulationand a decoding at the time of 
reproductionand the attestation to media. 

[0066]A RMP module is provided with an external output interface for reproducing 
receiving contents or contents read from a hard disk drive or a removable media with 
a display or other external instruments. In an example shown in drawing 1 it has an 
analog output interface for carrying out a display output on a display as a video 
signaland a digital output interface for transmitting contents to an external instrument 
via home networkssuch as IEEE 1394. An analog output interface adopts APS (Analog 
Protection System) etc. for contents protection of analog format. A macro 
visionCGMS(Copy Generation Management System)-ASCMS which embed copy 
control information at a predetermined scanning line of a vertical blanking intervaletc. 
are contained in APS. Attestation bus encryption like 1394CP besides transmitting 
contents encryptionetc. are controllable by a digital output interface. 
[0067]Contents after right processing can be transmitted and processing using 
desired application can be performed on an information management system like a 
personal computer (PC). A RMP module is provided with the host / interface for 
applications for outputting contents to an external information management system in 
an example shown in drawing 1 . A host / interface for applications controls encryption 
of transmitting contentsetc. 

[0068]Mounting with hardware components for exclusive use can also realize a RMP 
module also by executing a predetermined program code on a general-purpose 
processor. Along with contents distributingdistribution and distribution of specification 
about RMP can be done as right processing metadata (above-mentioned). 
[0069]An example of a RMP specification description format is shown below. 
[0070] 

[Mathematical formula 1] 

[0071 ]In the RMP specification description format shown above.The identification 
information (RMP ID) for identifying the system of RMP is included in the 
beginningand also. The encryption algorithm which enciphers contents distributingthe 
encryption algorithm which enciphers the contents key Ks used for encryption of 
contents distributingThe format for accumulating the authentication algorithm and log 
which are used for the storage key Kst used when accumulating the encryption 
algorithm and contents distributing which encipher the distribution key Kd used at the 
time of contents distributionand mutual recognitionetc. can be specified. Generally as 
a cipher systemDES (Data Encription Standard)Multi2etc. are used. 
[0072]It is decided upon the specification description as RMP for every contents work 



/ offer entrepreneur. Since RMP was conventionally fixed and used for every 
contents distribution systemin order to receive offers of contents from two or more 
systemsexcessive expensessuch as preparing a new content reception machinewere 
required. On the other handby specifying the interface for inputting into the 
specification description of RMPand RMP by this inventionlt can respond to security 
systemssuch as a contents fee in two or more contents distribution systemsand 
encryptionand a copyright protection system on the same contents receiver by the 
RMP module which decoded the specification or suited the specification coming to 
hand. 

[0073]As one real original form voice of this inventionby a content reception machine 
or the contents recording reproduction inside of a plane. Two or more hardware RMP 
modules which mounted different RMP specification are preparedand changing and 
using for a hardware RMP module which suits for every receiving contents is 
mentioned. 

[0074]A RMP module is constituted as a software module as other real original form 
voiceDownloading a software module which suits for every receiving contents from a 
predetermined serveror analyzing right processing metadata and generating a desired 
software module automatically by a content reception machine side are mentioned. 
[0075]Two or more hardware RMP modules which mounted different RMP 
specification are prepared for drawing 2 and composition of the content reception 
machine 10 of form changed and used for a hardware RMP module which suits for 
every receiving contents is illustrated typically. 

[0076]The content reception machine 10 shown in the figure The front end section 1 1 
and the CAS treating part 1 2It comprises the hard disk drive 1 3A for contents 
storage and 13Bthe RMP identification part Hand the two RMP modules (plurality) 1 
and the RMP module 2 based on RMP specification description differentrespectively. 
[0077]The front end section 1 1 performs tuning of the broadcast wave of a 
predetermined channeli.e. channel selection processingand recovery processing of 
received data. 

[0078]The CAS treating part 12 cancels the scramble processing applied to broadcast 
contents based on the contract about CAS (Conditional Access System (limited 
reception)) exchanged among contents distribution entrepreneurs (descrambling). In 
the digital broadcasting in JapanBS and CS adopt the scrambling system called 
common "MULTI2." Howeversince the CAS processing itself does not relate to the 
summary of this inventionit is not explained any more here. 
[0079]The hard disk drives 13A and 13B are used for accumulation of receiving 
contents. One hard disk drive 1 3A is used for accumulation of the contents of the 
state before the right processing by a RMP moduleandmore specificallythe hard disk 
drive 1 3B of another side is used for accumulation of the contents of the state after 
right processing. Howeverthe hard disk drives 13A and 13B may be the separate 
storage areas (partition) which do not need to be isolated systems mutuallyfor 



examplewere physically assigned on the single hard disk. 

[0080]In this examplethe peculiar identification information (RMP ID) for identifying 
the system is assigned to RMP described as a part of right processing metadata. The 
RMP identification part 14 enables operation of the direction corresponding to RMP 
ID which read right processing metadata from the hard disk drive 1 3Aidentified RMP 
IDand was identified among the two RMP modules (plurality) 1 and the RMP module 2. 
[0081 ]The RMP module 1 and the RMP module 2 are provided with some interfaces 
(above-mentioned) for processing the right processing metadata which accompanies 
contentssuch as an enciphered movie and musicand contents. The RMP module 1 or 
the RMP module 2 energized by the RMP identification part 14It operates as the RMP 
specification description described as right processing metadataand contents 
processing of a decoding of enciphered contentthe external output as reproduction 
contentsthe hard disk drive 1 3Bstoring in a removable mediaetc.etc. is performed. 
[0082]To drawing 3t he composition of the content reception machine 20 concerning 
other embodiments is illustrated typically. The content reception machine 20 prepares 
two or more hardware RMP modules which mounted different RMP specificationis 
changed to the hardware RMP module which suits for every receiving contentsand is 
used. 

[0083]In an example shown in the figurethe content reception machine 20 has the 
front end section 21 the hard disk drive 23the RMP identification part 24each RMP 
module 1 and the RMP module 2and composition by which interconnection was 
carried out via the data bus 26 with the same decoder output equipment 25. 
[0084]The front end section 21 performs tuning of a broadcast wave of a 
predetermined channeli.e. channel selection processingand recovery processing of 
received data. Howeveralthough not illustratedwhen receiving contents from a 
predetermined service provider via wide area networkssuch as the Internetto instead 
of [ which does not pass a broadcast wave ]a Network Interface Card can realize the 
front end section 21. 

[0085]The hard disk drive 23 is used in order to accumulate contents of a state 
before right processing by a RMP module or to accumulate contents of a state after 
right processing. 

[0086]The peculiar identification information RMP ID for identifying the system is 
assigned to RMP described as right processing metadata. The RMP identification part 
24 enables operation of a thing corresponding to RMP ID which read right processing 
metadata from the hard disk drive 23identified RMP IDand was identified among the 
two RMP modules (plurality) 1 and the RMP module 2. 

[0087]The RMP module 1 and the RMP module 2 are provided with some interfaces 
(above-mentioned) for processing right processing metadata which accompanies 
contentssuch as an enciphered movie and musicand contents. The RMP module 1 or 
the RMP module 2 energized by the RMP identification part 24It operates as RMP 
specification description described as right processing metadataand contents 



processing of a decoding of enciphered contentan external output as reproduction 
contentsthe hard disk drive 23storing in a removable mediaetc.etc. is performed. 
When receiving contents from a contents distribution entrepreneur who adopts a CAS 
systemit may be made to carry a CAS module which performs corresponding 
decryption and descrambling processing on a RMP module. 

[0088]The decoder output equipment 25 performs decoding and an external output of 
reproduction contents after right processing. For exampleif it is AV contentthe 
decoder output equipment 25 will carry out Separation Sub-Division of the contents 
to a compression video data and compression audio data. And about compression 
audio datawhile carrying out the expansion process of the compression video data 
based on MPEG 2 etc. and reproducing the original video signalafter carrying out PCM 
(Pulse Code Modulation) decodingit compounds with an additional sound and is 
considered as a reproduced sound signal. 

[0089]To drawing C omposition of the content reception machine 30 concerning other 
embodiments is illustrated typically. The content reception machine 30 constitutes a 
RMP module as a software moduleand downloads a software module which suits for 
every receiving contents from a predetermined server. 

[0090]As shown in the figurethe content reception machine 30The front end section 
31 and CPlKCentral Processing Unit) 32The network interface 37 serves as the hard 
disk drives 33A and 33Bthe RMP identification part 34the operation memory 35and 
the decoder output equipment 36 with composition by which interconnection was 
carried out via the system bus 38. 

[0091 ]The front end section 31 performs tuning of a broadcast wave of a 
predetermined channeli.e. channel selection processingand recovery processing of 
received data. 

[0092]The network interface 37It is equipment for connecting the content reception 
machine 37 to wide area networkssuch as the Internetaccording to predetermined 
communications protocolssuch as TCP/IP (Transmission Control Protocol/Internet 
Protocol). A countless host terminal is connected on the Internet. Some host 
terminals are the information distribution servers which distribute contentssuch as a 
movie and musicand other parts are servers which distribute a software RMP module. 
When receiving contents from a predetermined service provider via wide area 
networkssuch as the Internetinstead of receiving contents via broadcastthe network 
interface 37 can realize the front end section 31. 

[0093]Under control of an operating system (OS)CPU32 is a central controller which 
controls operation in the content reception machine 30 in generalizationand executes 
various kinds of program codes using the operation memory 35. 
[0094]The hard disk drive 33A is used for accumulation of contents in a state before 
right processing by a RMP moduleand accumulation of contents of a state after right 
processing. The hard disk drive 33B is used for accumulation of a software (or it 
downloaded beforehand) RMP module used before. The hard disk drives 33A and 33B 



do not need to be isolated-system unitsrespectivelyfor examplemay be the storage 
areas (for examplepartition) divided on a single hard disk drive. 
[0095]The peculiar identification information RMP ID for identifying the system is 
assigned to RMP described as right processing metadata. Right processing metadata 
is read from the hard disk drive 33RMP ID is identifiedan applicable software RMP 
module is loaded on the operation memory 35and the RMP identification part 34 
detects whether it is under [ present use ] ******. The RMP identification part 34 
can also be mounted as a program code which CPU32 executes as hardware 
components. 

[0096]When a software RMP module on the operation memory 35 does not hit to RMP 
ID about contents to be reproduced from now onlt looks for an applicable software 
RMP module on the local disk 33Band this is replaced with a thing on the operation 
memory 35 when found. When a software RMP module applicable on the local disk 
33B is not able to be discoveredfurthera server on a network can be accessed by 
network interface 37 courseand it can look for a desired software RMP module. 
[0097]CPU32 by performing a software RMP module loaded on the operation memory 
35It can operate as RMP specification description described as right processing 
metadataand contents processing of a decoding of enciphered contentan external 
output as reproduction contentsthe hard disk drive 33Astoring in a removable 
mediaetc.etc. can be performed. What is necessary is just to load similarly a CAS 
module which performs corresponding decryption and descrambling processing on the 
operation memory 35in receiving contents from a contents distribution entrepreneur 
who adopts a CAS system. 

[0098]The decoder output equipment 36 performs decoding and the external output 
of the reproduction contents after right processing. For exampleif it is AV contentthe 
decoder output equipment 36 will carry out Separation Sub-Division of the contents 
to a compression video data and compression audio data. And while carrying out the 
expansion process of the compression video data based on MPEG 2 etc. and 
reproducing the original video signalafter carrying out PCM (Pulse Code Modulation) 
decoding about compression audio datait compounds with an additional sound and is 
considered as a reproduced sound signal. 

[0099]In the form of the flow chart shows the procedure for downloading a software 
RMP module to the content reception machine 30 to drawing 5 . Hereafterthe 
download processing of a software module is explained according to this flow chart. 
[0100]When starting reproduction of the contents accumulated in the hard disk drive 
33Acorresponding right processing metadata is similarly read from the hard disk drive 
33Aand RMP ID of a RMP module is acquired (Step S1). And this RMP ID confirms 
whether it is in agreement with it of the RMP module loaded to the present operation 
memory 35 (Step S2). 

[0101]When the RMP module of the contents which RMP ID hits namelyreproduces 
after this is already loaded on the operation memory 35Thenafter carrying out 



connection establishment to a control center and performing accounting about 
content purchase based on RMP specification description (Step S3)contents playback 
is performed (step S4) and this whole manipulation routine is ended. 
[0102]On the other handwhen RMP ID does not hitRMP acquisition place information 
is acquired (Step S5)it connects with the server used as a RMP acquisition place 
(Step S6)and an applicable software RMP module is downloaded from this server 
(Step S7). And the downloaded software RMP module is installed in the content 
reception machine 30 (Step S8). (it loads for exampleon the operation memory 35) 
[0103]RMP acquisition place information is described in URL (Uniform Resource 
Locator) formfor example in right processing metadata. In such a casethe content 
reception machine 30 carries out resource access to the server directed by URL via 
a TCP/IP network like the Internet by network interface 37 courseAn applicable RMP 
module is downloadable according to transfer protocolssuch as HTTP (Hyper Text 
Transfer Protocol) or FTP (File Transfer Protocol). 

[0104]In [ as a result of installing a new software RMP module ] the content reception 
machine 30 toplt can operate as RMP specification description described as right 
processing metadataand contents processing of a decoding of enciphered contentan 
external output as reproduction contentsthe hard disk drive 33Astoring in a 
removable mediaetc.etc. can be performed now. 

[0105]Thenafter carrying out connection establishment to a control center and 
performing accounting about content purchase based on RMP specification 
description (Step S3)contents playback is performed (step S4) and this whole 
manipulation routine is ended. 

[0106]As a modification which constitutes a RMP module as a software moduleCPU32 
(or other arithmetic processing units) analyzes RMP specification description in right 
processing metadataand it may be made to generate a desired software RMP module 
automatically by content reception machine 30 insides. 

[01 07]In drawing 6 procedure for generating a software RMP module automatically by 
content reception machine 30 insides is illustrated in the form of a flow chart. 
Hereafteraccording to this flow chartautomatic generation processing of a software 
RMP module is explained. 

[0108]When starting reproduction of contents accumulated in the hard disk drive 
33Acorresponding right processing metadata is similarly read from the hard disk drive 
33Aand RMP ID of a RMP module is acquired (Step S1 1). And this RMP ID confirms 
whether it is in agreement with it of a RMP module loaded to the present operation 
memory 35 (Step S12). 

[0109]When a RMP module of contents which RMP ID hits namelyreproduces after 
this is already loaded on the operation memory 35Thenafter carrying out connection 
establishment to a control center and performing accounting about content purchase 
based on RMP specification description (Step S13)contents playback is performed 
(Step S14) and this whole manipulation routine is ended. 



[01 10]On the other handwhen RMP ID does not hitinformation about RMP 
specification description is acquired from right processing metadata (Step S15). 
Subsequentlyit is confirmed whether KOMPYUTESHON power (for examplecount 
ability which CPU32 has) on the content reception machine 30 is sufficient for 
generating a RMP module (Step S16). 

[01 1 1]After displaying the message of the purport that contents are unreproducible in 
the case of KOMPYUTESHON insufficient power (Step S19)abnormal termination of 
this manipulation routine is carried out. 

[01 12]On the other handwhen KOMPYUTESHON power is enoughfurtherRMP 
specification description is decoded (Step S17)and RMP is set up on the operation 
memory 35 (Step S18). As a result of setting up RMP newlyit operates as the RMP 
specification description described as right processing metadata on the content 
reception machine 30Contents processing of a decoding of enciphered contentthe 
external output as reproduction contentsthe hard disk drive 33Astoring in a 
removable mediaetc.etc. can be performed now. 

[01 13]Thenafter carrying out connection establishment to a control center and 
performing accounting about content purchase based on RMP specification 
description (Step S13)contents playback is performed (Step S14) and this whole 
manipulation routine is ended. 

[01 14]When a RMP module is constituted as a hardware moduleit cannot 
comparewhen it mounts a module with softwareand cannot transpose to other RMP 
modules easily. In such a casein the server sidestructure which is transposed to RMP 
corresponding to a receiver may be provided. For examplea content reception 
machine side is asked to a server by ID of contentsand requests conversion of 
contents. If right processing conditions are readyit can change into predetermined 
RMPand they are the contents (.) after conversion, or the thing for which the same 
contents are prepared beforehand — it may be — a decoding and reproducing of 
contents are realizable by downloading to the content reception machine of a 
requesting agency. [ to wish ] 

[01 15]Subsequentlyan embodiment at the time of applying this invention to a 
contents distribution system with which a content provider performs contents 
distribution using satellite broadcasting is described. 

[01 1 6]In drawing 7 rough composition of the contents distribution system 100 is 
illustrated. The contents distribution system 100 shown in the figureThe content 
provider 200 who consists of a program production company or a commission 
broadcasting organization who makes and provides contentslt comprises the satellite 
broadcasting trust broadcasting organization (it is only hereafter considered as a 
"broadcasting station") 300 who distributes contents made and provided by satellite 
broadcasting wavesand the satellite broadcasting receiver (it is only hereafter 
considered as a "content reception machine") 400 corresponding to contents 
distribution installed in each ordinary home. Generally the content reception machine 



400 is connected with Television Sub-Division 450 for an image and voice response 
(TV). 

[01 17]Between the content provider 200 and the broadcasting station 
300consignment contract about contents work and offer is signedandas for work (or it 
acquired from external content provider) contentsthe broadcasting station 300 is 
provided with the content provider 200. The broadcasting station 300 enciphers 
contentsputs this on satellite broadcasting wavesand distributes it towards the 
content reception machine 400 domestic [ each ]. 

[01 18]The content provider 200 may contract with the organization of a settlement- 
of-accounts speciality [ like the control center 202 of the independent exterior which 
manages a contents fee ] whose program production company 201 as a contents 
work entrepreneur is. In such a casethe content provider 200 leaves management of 
the key which enciphers contents to the control center 202and the control center 
202 passes contents selling information. 

[01 19]The control center 201 may be interlocked with further the external certificate 
authority 250 and other settlement-of-accounts organizations. The control center 
202 is connected periodically or irregularly between each content reception machines 
400and the key information for making enciphered content available to the content 
reception machine 400 is distributed. The content reception machine 400 decodes the 
enciphered content which received by the broadcasting satellite 301 course based on 
RMP specification description using the distributed key informationand appropriates it 
for the use. The content reception machine 400 contains a large capacity external 
storage like a hard disk driveand can accumulate the contents which received. 
[0120]To the control center 201 accounting informationsuch as a reproduction log of 
contentsis remitted from the content reception machine 400. The user of the content 
reception machine 400 side should just settle the charge amount of a contents use 
count to a control center every monthfor example. Anysuch as cash paymenttransfer 
to a predetermined financial institutionprepayment by a prepaid cardcredit settlement 
by a credit cardreal-time settlement by a debit cardand use of electronic moneymay 
be sufficient as means of settlement. 

[01 21 ]In drawing 8 the composition in the broadcasting station 300 which performs 
contents work and distribution is illustrated typically. Hereafterstructuresuch as 
encryption at the time of contents distributionis explainedreferring to drawing 8 . 
[0122]The contents encryption section 311 enciphers contents provided by the 
content providersuch as an image and musicusing the contents key (contents key) Kc. 
Howeverthe encryption and other right processings in accordance with the RMP 
specification description as which it was decided upon the contents provided by the 
content provider in the content provider shall be applied. 

[0123]The contents key encryption section 312 enciphers the contents key Kc using 
the distribution key (distribution key) KD. 

[0124]The multiplexer 313 multiplexes an enciphered content key inputted as 



enciphered content inputted from the contents encryption section 31 1 from the 
contents key encryption section 312and generates transport stream TS (Transport 
Stream). A transport stream is a data stream by which metadata and an enciphered 
content key were added to enciphered content. 

[01 25]in the content reception machine 400limited reception of the CAS scrambler 
314 is carried out — it should make — a transport stream — scramble — that 
isagitation treatment is carried out. It can be enciphered by an enciphering device 
which is not illustrate dfor exampleand contract informationa scramble keyetc. in CAS 
can be put on a broadcast waveand can be transmitted to the content reception 
machine 400 side. 

[0126]Composition of an example 400A of a content reception machine which 
receives contents distributing conveyed as a broadcast wave is typically shown in 
drawing 9 . Once the content reception machine 400A shown in the figure accumulates 
contents which received in predetermined local memory unitssuch as a hard diskit is a 
type which opts for the purchase of contents. Hereafterthe content reception 
machine 400A is explainedreferring to the figure. 

[0127]The CAS descrambler 411 carries out the descrambling of the data received by 
the front end which is not illustrated using the scramble key acquired from the 
broadcasting station 300 sideand reproduces a transport stream. 
[0128]The demultiplexer 412 divides a transport stream into enciphered content and 
an enciphered content key. These are once accumulated in the hard disk drive 41 3A 
after separation with the state before right processing. 

[0129]The RMP module 420 may be mounted with which form of the hardware module 
or the software module. When purchasing the contents accumulated in the hard disk 
drive 413Acorresponding right processing metadata is read firstRMP identification 
information (RMP ID) is detected from the insideand a suitable RMP module assumes 
that it is operating selectively. 

[01 30]It connects with the control center (or the user account is acquired) 202 which 
signed the contract about content purchaseand the RMP module 420 purchases the 
distribution key KD of contents. The contents key decoding section 421 takes out an 
enciphered content key from right processing metadatadecrypts this with the 
distribution key KDand obtains the contents key Kc. The following contents key re- 
encryption section 422 re-enciphers the contents key Kc using the key Ks for 
contents storage (storage key) specified by the RMP module 420. 
[0131]Purchased enciphered content is moved to the hard disk drive 41 3B from the 
hard disk drive 41 3A with a re-enciphered contents key. Howeverthe hard disk drives 
41 3A and 41 3B do not need to be isolated-system units physicallyand may have a 
storage area (for examplepartition) divided a right processing front (before 
purchase)and after right processing (after purchase) within the same hard disk. 
[0132]The RMP module 420 accumulates processing logssuch as the purchase of the 
distribution key KD for purchase contentsand movement of purchase contentsas 



billing data. And it connects with the control center 202 periodically or irregularlyand 
billing data is transmitted. 

[0133]Composition of other examples 400B of a content reception machine which 
receives contents distributing conveyed as a broadcast wave is typically shown in 
drawing 10 . Once the content reception machine 400B shown in the figure 
accumulates contents which received in local memory unitssuch as a hard diskit is a 
type reproduced in contents. The content reception machine 400B functions also as 
playback equipment of enciphered content purchased and accumulated by the 
content reception machine 400A mentioned above. Hereafterthe content reception 
machine 400B is explainedreferring to the figure. 

[0134]The contents enciphered in the hard disk drive 433 using the contents key Kc 
specified by the RMP module 440The enciphered content key enciphered with the key 
Ks for contents storage (storage key) specified by the RMP module 440 is stored. 
[0135]At the time of content purchasethe contents key decoding section 441 reads 
an enciphered content key applicable from the hard disk drive 433decrypts it using 
the storing key Ks in which this was specifiedand obtains the contents key Kc. 
[0136]The contents decoding section 442 reads enciphered content to purchase from 
the hard disk drive 433decrypts it using the contents key Kc which had this 
decryptedand reproduces contentssuch as the original image or music. 
[0137]After the APS treating part 443 applies contents protecting processingssuch as 
a macro vision and CGMS-Ato analog output signalssuch as a video signalit is sent 
out to output unitssuch as Television Sub-Division (not shown)as reproduction 
contents. 

[0138]According to the content reception machine 400A as shown in drawing 9 and 
drawing 1 0 the content provider can distribute contents with the encryption system 
which became independent of CAS. That issince it is a contents distribution system 
independent of CASaccounting to content purchase can be performed on the 
common plat form over different CAS (a different broadcasting organization). In this 
caseCAS is only a distribution channel of mere contents. Contents are accumulated 
in a local memory unit like a hard disk drive in the state enciphered. Since the key for 
solving contents is locked and changed into the storing key Ks from the contents key 
Kc at the time of purchaseit is renewable on the same content reception machine 
400A after that at any time. Since the log for charging at the time of content 
purchase processing is created and it is transmitted to the control center 202 
periodically or irregularlyfee collection and settlement of accounts can be ensured to 
a contents user. 

[01 39]In the content reception machine 400A as shown in drawing 9 in the form of the 
flow chart shows an example of the procedure for accumulating receiving contents in 
the hard disk drive 41 3A to drawing 11 . Fundamentallyreceiving contents are 
accumulated still in the state before right processing. Hereafterthe accumulation 
processing of contents is explained according to this flow chart. 



[0140]Firstit is confirmed whether the program to reserve by the user of the content 
reception machine 400A was decided (Step S21). (that isis reservation setting carried 
out or not?) 

[0141]When the program to reserve is already decidedif it is digital broadcastingfor 
exampleEPG (Electric Program Guide: electronic program guide) will be taken out out 
of the data for data broadcastingand the program which should be reserved based on 
EPG is chosen (Step S22). And time (televising time zone)a channeletc. which should 
be reserved are set up (Step S23). 

[0142]Subsequentlya predetermined search engine makes auto select of the program 
which suited preference based on a preference input (Step S24) from a user (Step 

525) . And time (time zone)a channeletc. which should be reserved are set up (Step 

526) . 

[01 43]It answers that reached at reservation start time or selected program ID was 
receivedand automatic storage of receiving contents to a hard disk drive is performed 
(Step S27). 

[0144]Composition of other examples 400C of a content reception machine which 
receives contents distributing conveyed as a broadcast wave is typically shown in 
drawing 12 , A CAS module for satellite broadcasting in which the content reception 
machine 400C shown in the figure was IC-card-izedThat isonce accumulating 
contents which built in a BS-CAS IC card and received in a hard disk driveit is a type 
which carries out limited reception of the satellite broadcastingand views and listens 
to it based on a CAS system. Hereafterthe content reception machine 400C is 
explainedreferring to the figure. 

[0145]Data contents received by front end which is not illustrated are before right 
processingand are accumulated in a mass storage device like the hard disk drive 453 
temporarily with the state where scramble processing was carried out by CAS. 
[0146]Right processing of receiving contents is performed by the RMP module 460. 
The RMP module 460 may be mounted with which form of a hardware module or a 
software module. When purchasing contents accumulated in the hard disk drive 
453corresponding right processing metadata is readRMP identification information 
(RMP ID) is detectedand a suitable RMP module assumes that it is operating 
selectively. A CAS module provided as an IC card constitutes some RMP modules 
460 from an example of a graphic display. 

[0147]When reproducing accumulated contentsapplicable right processing metadata is 
read from the hard disk drive 453. 

[0148]In right processing metadataECM (Entitlement Control Message) and EMM 
(Entitlement Management Message) are contained. ECM enciphers the scramble key 
Ksc for canceling CAS scramble. EMM enciphers a work key for solving ECM with 
contractual coverage and messagessuch as a contract term. 
[0149]The decoding part 462 decodes EMM using the master key Km currently 
recorded on the BS-CAS IC cardand acquires a work key and contract information. 



Subsequentlythe decoding part 461 decodes ECM using a work keyand obtains the 
scramble key Ksc. 

[01 50]The judgment part 464 verifies the justification of the content reception 
machine 400C based on the contract information acquired in the decoding part 462. 
When it judges with it being justthe scramble key Ksc is supplied to the decoding part 
465. 

[0151]Based on CASscramble processing of the receiving contents accumulated in 
the hard disk drive 453 is carried out by systemssuch as Multi2. The decoding part 
465 takes out contents to reproducenamelyview and listen from the hard disk drive 
453and carries out descrambling processing using the scramble key Ksc. 
[0152]After the APS treating part 466 applies contents protecting processingssuch as 
a macro vision and CGMS-Ato analog output signalssuch as a video signalit is sent 
out to output unitssuch as Television Sub-Division (not shown)as reproduction 
contents. 

[0153]On the other handthe contract information acquired in the decoding part 462 is 
accumulated in the PPV data storing part 463. It connects with the control center 
202 periodically or irregularlyand the RMP module 460 transmits PPV data. The 
control center 202 can perform accounting to a contents user based on PPV data. 
[0154]According to composition of the content reception machine 400D shown in 
drawing 12 CAS can be used for fee collection of accumulation contents as it is. 
Contents enciphered according to CAS are accumulated in a hard disk drivewhile it 
had been enciphered by them. EMM and ECM can be solved with the master key Km 
used by CASand accumulation contents can be solved. In that caseit records having 
solved a code as a fee collection log. By transmitting such a fee collection log to a 
control center periodically or irregularlyfee collection can be ensured to a contents 
user. 

[0155]Composition of other examples 400D of a content reception machine which 
receives contents distributing conveyed as a broadcast wave is typically shown in 
drawing 13 . A CAS module for satellite broadcasting in which the content reception 
machine 400D shown in the figure was IC-card-izedThat isafter building in a BS-CAS 
IC cardcarrying out limited reception of the satellite broadcasting based on a CAS 
system and performing a CAS descramblingit is a type which is enciphered again and 
accumulated in a hard disk drive. Hereafterthe content reception machine 400D is 
explainedreferring to the figure. 

[0156]Right processing of receiving contents is performed by the RMP module 480. 
The RMP module 480 may be mounted with which form of a hardware module or a 
software module. When contents are received from a front end section (not 
shown)right processing metadata is readRMP identification information (RMPID) is 
detectedand a suitable RMP module assumes that it is operating selectively. A CAS 
module provided as an IC card and a secure module which protects contents 
accumulated in a hard disk drive constitute some RMP modules 480 from an example 



shown in the figure. A secure module performs re-encryption processing of contents 
accumulated in a hard disk driveand code release processing at the time of 
reproduction. 

[0157]Right processing metadata is inputted into a CAS modulei.e.a BS-CAS IC 
cardamong data contents received by front end which is not illustrated. 
[01 58]In right processing metadataECM (Entitlement Control Message) and EMM 
(Entitlement Management Message) are contained. The decoding part 482 decodes 
EMM using the master key Km currently recorded on a BS-CASIC cardand acquires a 
work key and contract information. Subsequentlythe decoding part 481 decodes ECM 
using a work keyand obtains the scramble key Ksc. Contract information acquired in 
the decoding part 482 is accumulated in the PPV data storing part 483. 
[01 59]The judgment part 484 verifies the justification of the content reception 
machine 400D based on contract information acquired in the decoding part 482. When 
it judges with it being justthe scramble key Ksc is supplied to the decoding part 485. 
[0160]The decoding part 485 carries out descrambling processing of the receiving 
contents using the scramble key Kscand outputs them to a secure module. 
[0161]Within a secure modulethe encryption section 487 enciphers contents after a 
CAS descrambling again using the contents storage key Kst peculiar to the content 
reception machine 400Dand stores in the hard disk drive 473. 

[01 62]In reproducingnamelyviewing and listening to contents accumulated in the hard 
disk drive 473enciphered content is read from the hard disk drive 473and it decrypts 
using the contents storage key Kst by the decoding part 488. And after the APS 
treating part 489 applies contents protecting processingssuch as a macro vision and 
CGMS-Ato analog output signalssuch as a video signalit is sent out to output 
unitssuch as Television Sub-Division (not shown)as reproduction contents. 
[0163]Within a secure moduleright processing metadata is taken out from contents 
after CAS descrambling processingand it is accumulated as billing data. 
[0164]The RMP module 480 is connected to the control center 202 periodically or 
irregularlyand the PPV data stored by the CAS module and the billing data 
accumulated by the secure module are transmitted. The control center 202 can 
perform accounting to a contents user based on PPV data. 

[0165]According to the content reception machine 400D of composition as shown in 
drawing 13 the contents distributed according to a CAS system can be enciphered 
againand it can accumulate in a hard disk drive. In the case of re-encryptionit 
enciphers with the contents storage key Kst of key structure which is different in the 
scramble key Ksc used by CAS. In reproducing the enciphered content accumulated 
in the hard disk drivewhenever it reproducesa fee collection log is generatedand it 
transmits to the control center 202 periodically or irregularlyand performs fee 
collection to a contents user. It can unite with a RMP module and CAS can also be 
constituted. 

[0166][Supplement] It has explained in detail about this inventionreferring to a 



specific embodiment above. Howeverit is obvious that a person skilled in the art can 
accomplish correction and substitution of this embodiment in the range which does 
not deviate from the summary of this invention. That iswith the form of illustrationthis 
invention has been indicated and it should not be interpreted restrictively. In order to 
judge the summary of this inventionthe column of the Claims indicated at the 
beginning should be taken into consideration. 
[0167] 

[Effect of the Invention]As a full account was given aboveaccording to this 
inventionthe outstanding content reception equipment and contents receiving method 
with which a specific user can receive suitably the pay content distributed in the form 
that a moviemusicetc. were enciphered can be provided. 

[0168]. According to this inventionthe enciphered content which contents work and 
providing agentssuch as a movie and musicdistribute via brokerssuch as a 
broadcasting organization and an Internet Service Provideris suitably receivable. 
Outstanding content reception equipment and contents receiving method can be 
provided. 

[0169]According to this inventioncontents work and the providing agent itself can 
provide the outstanding content reception equipment and contents receiving method 
which can receive suitably the contents which distribute fee collectionsecurityetc. 
about contents use with a controllable form. 

[0170]According to this inventionthe outstanding content reception equipment and 
contents receiving method which can respond to two or more RMP (Right 
Management & Protection) systems upon which it is decided for every contents 
distribution system can be provided. 

[0171]It becomes unnecessary according to the content reception equipment and the 
contents receiving method concerning this inventionto be able to respond to several 
different contents distribution systems using one set of a content reception 
machineand to prepare apparatussuch as a receiver for every distribution system. 
Among each contents work and offer / distribution entrepreneurthe argument 
involving standardization of contents distribution systemssuch as RMP specification 
descriptioncan be calmed down. The compatibility and flexibility of contents 
distributing between each contents work and offer / distribution entrepreneur can be 
raised. Convenience increases in a contents user. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a figure showing the conceptual composition of a RMP module. 
[Drawing 2] Two or more hardware RMP modules which mounted different RMP 
specification are preparedand it is a figure showing typically the composition of the 



content reception machine of the form changed and used for the hardware RMP 
module which suits for every receiving contents. 

[Drawing 3] Two or more hardware RMP modules which mounted different RMP 
specification are preparedand it is a figure showing typically other examples of 
composition of the content reception machine 20 of the form changed and used for 
the hardware RMP module which suits for every receiving contents. 
[Drawing 4] It is a figure showing typically other examples of composition of the 
content reception machine 30 of the form which downloads the software module 
which constitutes a RMP module as a software module and suits for every receiving 
contents from a predetermined server. 

[Drawing 5] It is the flow chart which showed the procedure for downloading a RMP 
module to the content reception machine 30. 

[Drawing 6] It is the flow chart which showed the procedure for generating a software 

RMP module automatically by content reception machine 30 insides. 

[Drawing 7] lt is a figure showing the rough composition of a contents distribution 

system. 

[Drawing 8] It is a figure showing typically the composition in the broadcasting station 
which performs contents work and distribution. 

[Drawing 9] It is a figure showing typically the composition of an example 400A of a 
content reception machine which receives the contents distributing conveyed as a 
broadcast wave. 

[Drawing 10] It is a figure showing typically the composition of other examples 400B of 
the content reception machine which receives the contents distributing conveyed as 
a broadcast wave. 

[Drawing 1 1] In the content reception machine 400A shown in drawing 9 it is the flow 
chart which showed an example of the procedure for accumulating receiving contents 
in the hard disk drive 41 3A. 

[Drawing 12] It is a figure showing typically the composition of other examples 400C of 
the content reception machine which receives the contents distributing conveyed as 
a broadcast wave. 

[Drawing 13] It is a figure showing typically the composition of other examples 400C of 
the content reception machine which receives the contents distributing conveyed as 
a broadcast wave. 

[Drawing 14] It is a figure showing the general-view composition of the contents 

distribution system of a CAS base. 

[Explanations of letters or numerals] 

10 — A content reception machinel 1 — Front end section 

12 — A CAS treating parti 3A13B — Hard disk drive 

14 — RMP identification part 

20 — A content reception machine21 — Front end section 
23 -- A hard disk drive24 — RMP identification part 



25 — Decoder output equipment 

30 — A content reception machine31 — Front end section 
32 — CPU33A33B — Hard disk drive 
34 — A RMP identification part35 — Operation memory 
36 — Decoder output equipment37 — Network interface 

200 — Content provider 

201 — A program production company (commission broadcasting organization)202 — 
Control center (settlement-of-accounts organization) 

250 — Certificate authority 

300 — A broadcasting station (satellite broadcasting trust broadcasting 
organizational — Broadcasting satellite 

31 1 — A contents encryption section312 — Contents key encryption section 
313 — A multiplexer314 — CAS scrambler 

400 — Content reception machine (satellite broadcasting receiver corresponding to 
contents distribution) 

41 1 — A CAS descrambler412 — Demultiplexer 
413A413B — Hard disk drive 

420 — A RMP module421 — Contents key decoding section 
422 — Contents key re-encryption section 
433 — A hard disk drive440 — RMP module 

441 — A contents key decoding section442 — Contents decoding section 

443 — APS treating part 

453 — A hard disk drive460 — RMP module 

461 — A decoding part462 — Decoding part 

463 — A PPV data storing part464 — Judgment part 

465 — A decoding part466 — APS treating part 

473 — A hard disk drive480 — RMP module 

481 — A decoding part482 — Decoding part 

483 — A PPV data storing part484 — Judgment part 

485 — A decoding part487 — Encryption section 

488 — A decoding part489APS treating part 
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[0022] Lfttf-sT, **i**i©ti«B« • 

at=»fS LfcBll** S U46ffig LTfc < /£«-T\ £ 

oyfflmm. - «B*aicflij"3fca vxvytafflLftJi 

«fc*:a>^vyE^3tt:;&tf;*-*E r 

TWfflfcWT* C Eflh>xyz**©gflMift 

[0 0 2 3] *fc % Sa>x>'y$w-S«-Effl«^ 
#HT-tt» R M PttBEaSifOa VxV>E«*a© 

Sn>x>7*iJfF • ffift • Bffi***nte&f*«Eff3 
[0 0 2 4] CC?*5«PJ»a-«B*atts T/7 

B&iffWM£g©e££5£. tm^T^yumm 

$Bx tSSlSHO^iC, APS (Analog Protection Syst 
em : ^-^PtTvaV^'CGMS (Copy Generation Mana 
gement System) r&E) , *H£$iJ|8H$B&i:©* 3>x 

[0025] □>7 i > , y§figst*, ft6»c««Hi 

BO*PJ«a • «Bt-^a-JU*«jlTfi^Tt,«tL\ 

[0026] ^y^yy^m^mit. m>m 

m • «B*s>a-;usttSfrSB»r*«fi.nra • «a 

iyfBffiMUMHi* fillBM8iMKJ:£BgiJ££ 

icS^TttEMHBB • wm'E'ja.-iummtit 

LTttSfr5flW*ftfdtfiJ»JI • «B€5>a-;l/*B 
[0 0 2 7] $>*IH±. zlVxVygfflBBtts tt?JB 

«AT^Tt*L\ C©«fc5ft«^. BUIB«fiJfiQa#|g 
it. MIB^JfS • «Bt^i-;U4j«#aicJ:oT4 
«**ifc«PJBa • «B* ^a-yu^^TSflla >x 

[0028] a>r>vBflBtBtt, ^y^yy 
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[0029] SufBiiVxvygfl^Ktfgfrrsavx 

V^tt, ffilAtf. mSO)«?B»fb*tlT^«. CO* 

^ftii^, mmpmm^mts smLtcnmiziyT 

k J: y , traiguistQ avT^tis (cfinr « z <t 
[oo3o] 8uiBavxvysfli#atfSflir* 

tt. SffiLfcfl»<b«*WbU «©«T»BS^kL 

fc«fcfl»fbn y=ryvt t *tEa>y>y*«s*ic 
WWiJ^fcLT**^. C©«fc3&*fiElcJ:y, « 
*iJ$a3&Oa VtVJ/** 5fcfiMTS C <!: T***o 

[0031] $ft. sie«¥>jtts#att. sffluvxv 
ic^fflwas* t^i*TSittKai«-r a c <t t= <fc y , %x 

[0 0 3 2] *fc, BulB«»S#S(i. *f*'J5&3&© 

OtWEatCffioTAPS (Analog Protection Syste 
■0 fiQSLT^a5tU±l1-Scfc3lcLT i t 1 J:L\ co*3 

ft*£. «*j^«©fcfx*s£«*&^fiffl-r3;: 

[0 0 3 3] ftEttftfflJMUi. ***'J5&3&0 

l\ £G><J:3fti§£* flJxtf' I EEE 1 3 9 4<D<fc3 
ft*- A • *y h7— ?Ji4T-fSOtflB«Stc=i>x> 

yseasr**^ l a N«axyt-v*;u • 3vt 

(PC) 0<t3ftf+g«->X7 1 AlC=l>X>^^ 

[0 0 3 4] *^OS20flJHl±. ffiEQWJ 

VS'^H (Right Management &; Protection: RM 
P) *atB"J-3TEfll*tl*3>^>y*Sfl|-r*3V 

VxVygflXT-v Si3Vf>yfl)WiJll • 
flHKSCtKWrSBffl^T 1 ■> MIBISS'JXx y 7 

aicse o t sffi □ > r > *«pj«ar * mwmz x 

[0 0 3 5] *»HB<D*2®fflffifc«*aV^:/'J/S« 



BWB'j*s*ic*^T»af *«pj«a • fin 

[0036] iuEagpjaaxxvrptt, SuiBiisij7.x 

a -;i/*HR LTSfin > x >y o«PJ jfia*fi 
3«fc3lcLTt>cfcl\, 

[0 0 3 7] ffi1SWBiU^v7lc«fc*«BiJIS 

ttftzmmtzmmm • Grs^v^-ynotfixxy 7 

**Stcflt7LT^Tt«kt\ £©<fc3ftJf^ BuSBffifO 

[0038] $5^a, mMm-waos&a>&WB3& 

<U\ C®<fc3ft*^ HuIB^iJSQS7.x-v7T-^, bu 

**ifciwj*s • ^m^'J^-i^m^z^m^y^y 
•>o*pjffla*ff 3 c 

[0039] *fc, «iLft3>y>y*«rr*3> 

7>7iSXT77^T'UTt.J:i\ 0J*.tf's MIB 

»®3Vx>y**Mi4r*«k3lELT l tJ:L\ 
[0 0 4 0] ZTz. IJB3Vr>yWl^TyrPttBf 

<b LfcS«a >x *ffio«?i}iiw<b Lfc&Kte*rt 

[004 1] luIBnVxWgflXxy^rii. 

a£lftR«*li|*fb LfcBWf b«*Sfl|-r * J: 3 ftH 

mz-wtWbLtz*icWMl3y7-y'ybt*>fcimt 
z> =1 y x v y ssx x ■> s * 3 K LT fc J: i\ 
[0 0 4 2] Sfc. iaiB«ppJ«aXry^KfeW4Sfl| 

n >x ©«f y»a© □ v zwm z □ x y 

^*«AT^Tt»«fcl\ CO«fc3a^ ffilittf, W9t 

[0 0 4 3] $fc, BuiBffifiJfflSXxy^lC.fcStffyffll 

S^xt©tt«IB2nie^oTAPS (Analog Protection 
System) aHLT*HBa*r*»»ffl*X^»^««jl 

[0 0 4 4] $fc, KIBlWJJfl3*ry7fc«fc3fl»J» 
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[0 0 4 5] ZTc, *^<Dm30fflffitt. BfSOWPJ 
SS"Ra (Right Management &; Protection: RM 
P) SaicfliJoTK«**l*a>xV'J/OSffi«a*3 

Vta-* • V7 h7i7£P>t;°a-$^JBiS?-% 

[0046] *MB^S 3 0)4PJiS£tt3K1l«tt& flJ 

C©<fe5S«Wi, ffilittf, CD (Compac 
t Disc) ^FD (Floppy Disc) , MO (Magneto-Optic 
a I disc) ftffl!)*KSa?RrlM4©E1BllH*T**o 

a— Sr-V7 h'7x7'£#£®P>fcf:i— * • ->Xx/x 

k □ > b° a - * Rr«»a?a«tr « c <t t aafttic Rn?& 

[0 0 4 7] E<0J:5aKtt«Ktti» P>b°a-2 • -> 
Xx^±T-RlT^O=l>t°a-^ ■ V7 h7x7®SMJ&* 
WET«fc*6©, P>tfa-$-V7r-7x7'<!:IS1g& 

**. **wo*3©fliiBic«*iBii««; 

Sfl-LTmSOaVtfi-* • V7 hOx7tt>\£o. 
•->7sxAtC'T>^h-;U^^<!:tcJ:oT, n> 

bra-* • s/xxi»±?tt««flW^ffltfWi*n. ** 
ecu 1 arm 2 ©^je^* □ >y wwma 
z; □ vt t ra*of^ffl»**»4 c t ?• 

[0 0 4 8] «fc, *^CDH4CDfflfflli, *tlfn© 

[0 0 4 9] *fe, *»91©S5©fl|ffitt % *tlftl© 
4t£l*3 • m&ate^Lfc*a©*&m • Slit 
5>a-jl/£«BtT3#a£\ *9J1WBU:S^< Htetf K 

/CP**. 

[0 0 5 0] **W©*6lcfl6©B«, »«-Vft|jS(±, 



[00 5 1] 

RMP fcHST * citfT-S^a VTVySiSllco 

[0 0 5 2] RMPte, Right Management &; Protectio 
nCOBSTSfx TV Anytime Forumfffl 

□ vx>*yEffiWKcfc^THHfc**©ffs p>x> 
fT*tfSBT-r* =1 >x>'y*j^ • mm • Efwn^ 
L^Atitf. □ vyospjfflttspjtatfiaitf *eai? 

[0 0 5 3] RMPKtt, ±yftf*ttfctt. nwffc®* 

73iC> APS (Analog Protection System : "7 7Ptf-7 
aV^PCGMS (Copy Generation Management Syste 

m) r&E) , ®mmmmr+£cD, z\y^mxt^ 

[0 0 5 4] £ft6Wig6 N b&3RMP£H±«S:£*l£ 

flTttx *4®RMP^(Cttj£LfcaK«MVBftL 
T£<Ci:fcJ:y, £'©J:5&R M P55ttcB-3< □> 
r>7T'$oTt, III C=l VxVySflWLhTtt^b L 

[0 0 5 5] RMPtt»Ei£tts SMIa>f> 

[00S6]B1lLtt, RMP^a-^CWJUa* 
SLTl^„ RMPfyi-jUi, filAtf. STB (Se 
t Top Box) ^flDfmoJBffiflDayxVySflWWEftK 
LTfflL^S#U RFrS©/\-K7i7XttV7 h7i?ffl 

cfc-pl^ RMPt-^'i-Mi, SflaVxVyfcBB-T* 
x-**Affl**ff5fc46©*ofr©-fV^-7i-X 

[0 0 5 7] «rSjeXttHU:a4£;©ttai*^LT»fll 
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*8MI£11A(;:tiln£ti2. RMPtva-jUi, 
A- K • T-rX-?gSgST\ &zmti\- K • tVT. 

[0 0 5 8] l^^gfc£©PVxV7*f*tePVx 

W*ffc=l >t>VSS< fcJ6<DJKR«Mg (Decryptor) 
JAM?* 1 .*. RMPtyi-/Ki> «S*tlfcB»7 

[0059] SPVxvyicfchSLT;**^-* 

ira^eKfcMKHin^rini. t&*>-5*»j«hi* 
[0060] mmmttT— tizit. ayfyyts 

MP^a-jWi. if<D7t-77 HCflM&JJOS 
*-fV$-7i-Xm 

[006 1] e«p Vxvvtt, ^Jxtf'PVxvy&K 
.fcoTiWfbStu copvxvyattSSicEflMI 

(Distribution Key) K*oTW9fb**lft»»T, Bg 
*f b =l V t V V 1 1 1, icea* tlT < 5 o R M P =E -7 d. 

TBt^bSftfcPVxVyaSWEU *Sfc. »S!J 

CttfTZZ* C©«fc3fcBW<b • ffiSSSClCfctUf, 

=i vxvu/fticp >7>7g^i^%tfbe^i^ vx 

V7EfI£^5 Z t ftTZ Ztt*>lZ. RMP^'i- 

iwm-cDw&mmzuntz z. t?BHWka vx vy 

fclUBiLTaJEfcflW-SC ttfTJ? R MPi->*2- 

;u®jt#j»s**T-*A2M'v*-7x-;*w:. 

<b=J VxV'J/«**PJKi3lp< * 5 s -* t LTATDf £ J: 
[0 0 6 2] $fc» =l>x>'y$iJ^-Ji«PII#tcfc^ 

T«£T*pvxvy*jB®fcttffl«irtcB-r;5tt« 

^iJSaa^ * x- * A?7 -f V * - 7 x - X (t C *i* A^lf 
[0 0 6 3] R&l«:HT*tt*i: L"c\ «|jLtf, ffittlff 

LfcJBIHHHHaif) ^ .htf T*$*= 

[0 0 6 4] ^y7-yvnmmK.tot*m&im<ntcib 

It. Ilt>*fflJ:56a>T>7Mft • Oft ■ E<1* 
&TZ h?V1f*5/a V*fr?fctt©R&»S'rv*- 



7jL-zzn-?o RMPt->*i-;wt man. /\-k 

KH£p**£fi£L7\ m©BIB«lc«a-b>*lc«« 
LTP*£jM<fr*o cft(c»U «3-feV*«\ #3 

v x v >mm*& e> s s ft t < * □ *-fc*-3^T»£a£ 

[0 0 6 5] RMPi^j-M, Iff'JfliaBijCgfia 

>x> , y*A7Dr^rh460Bf^b=iv7 i > , yffl'r>'f- 

MPi->*i-/Wi, PVTVy©S0fctafc5«J8©fc 

tolc, ttflffls&opvxv'yfcstf/v- K • x-r 7* 

• ¥7**«£<7)fcA&K, «*J«HI«M>P VxV'J/ 
5DVD (Digital Versati le Disc) &£©U.L,-A7 

^ffl©-r>*-7i-7i±, wuspvxvyoBWfb 
^s^nsKSttstt^fbs xV ■?iztitz$m 

> xV 7lc»r*HE©W*^KE*j£aif*aS 

[0 0 6 6] RMPiv>2-;Wt SflPVxV 

'X *5U>ttn- K • xV7x*gS-£UA-.K7;U • * 

V*-7x-7<t, IEEE 1 394&i:0*-A* 

07^*/Ua*KV*-7i-X£fli*.7V*. 7TP 
*iii2KV*-7x-7l;i:, 7tP9'iSffla>7>7 
^arofc46tC. APS (Analog Protection System) % 

apski** ?*ptr-V3v-^ mm® 

MS (Copy Generation Management System) -A> S 
CMSa£tf£S*l*„ *fc, T f -7'*;UtlJ?D-f>*-7 
i-7xT'lix SftPVxVyBf^bOffi. 1 3 9 4CP 

[0 0 6 7] S/c. *tfUi&a^(75ZIVxV>y^SSL 
T> /\-Vr;U- PVifa-* (PC) rocfc5&t»$BiQ 
3*«±?BtS©77" i J *- V 3 V*ffl^fc»a*fi3 
iliii^So H1Ka\T«l?U:« RMPt-Va-yb 

^awoiwasttiwcpv^vysa^rifctto 

*7s h/ZyU*— Va Vffl^V*-7x-X?r«^T 

U^o *Xh/77'J*— V3Vffl-<V*-7x-7. 

(4. aMlav^vyfflBHWbS^OSJttiSffdo 
[0 0 6 8] RMPt-Va-;^ Hffl©/\-K7x7 
• HVtf-^VhTHSractfc* 5>lffi7 

P-bytt±7»mS©7'P* r 7A • P- F*Wfr*Cd: 
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fiJJJig^x-^LT. EflaVxVJ/lCttttLTE MP ID::=INTEGER{mmn} 



[0069] R M P i±mtm7 * ~ V y h ©— MSWT 
ICSLTJS<. 
[0070] 
DK1] 



Contents Encription Algorithm: :=SBQ0 
algori thm 3DES 
developper Public 
download URL 



key length 
key party 
key naie 



112 



Content Key 



Content Key Encryption Algori thn: :=SEQDENCE{ 
algori thm DES 
developper Publ ic 

download DRL 
key length 56 
key party 8 
key namel Distribution Key 

key name2 Storage Key 

} 

Distribution Key Encryption Algorithm: :=SEQUENCE{ 
algorithm None 



Storage Key Encryption Algorithm:: 
algori thm None 

} 

Authentication Algorithm: 
algorithm 
developper 
download 
ECC parameter p 
ECC parameter a 
ECC parameter b 
ECC parameter g 
ECC parameter r 
key length 



XXXXXXXXXXXXXXXX 

xxxxxxxxxxxxxxxx 



xxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxx 



key party 0 

} 

Log Format ::=SEQUENCE{ 

log serial number xxxxxxxx 

purchace date yyyy:mm:dd 

purchace time hh:mm:ss 

content ID xxxxxxxxxx 

purchace condition xxx 

purchace limitation ixxxxx 

purchace price xnxxx 

copy permission xx 



[0 0 7 1] ±EET?nL7cR M PttSHBa?:*— ?y h 



(10) 



4#SI2002-1 23496 



RMPfl!)*iC*W8yr*fcl&0»BiJflHB (RMP I 

d) *iHfc*fcffiu Bffla>x>y*ira{b-r*B» 

B^b7Jl/d'JXA, Effi:a>xvy:MHrr*£*K 
<£JlT37hU-v ; -*-Kst, ffiSBEElcffil^HliE 
7JHTUXA, n?*Wm-Ztctb<D7*-*y h&i: 
««£T*CttfT**. BHWbSatLTtt, -fig 

DES (Data Encription Standard) -¥>M u I t i 
2ft£tffltf8*ti*. 

[0 0 7 2] R M P £ LTOtt«IB2l5{±, ft3>7>7 

Mf* • it 0W***k«j£**i*o ae*tt» ft=i>7> 

7lB{f->77 ASK RMP £H£ LT^iJffl LTl^7c© 

E*it=»U RMP© 
ttfSfBiZti, MmcRMPtcA7D"rSfc46©-<>^-7x 

(4*©ttlf KjI^ Lfc R M P 1 5;i-;U*A#f* C i 
fc«fcy, lil-©av7>7gfHl±7:\ ffl»©a>TV 
yfifl^f^KfiWaVr^Vii. Bl^fb&i:© 

•b * ^ u 7 75iC, «mt fiBB5aiE»ffir * c t # 

[0073] tumoirxowmmtLTtts p>7 
> 7 gfi^S * U4 a > 7 > 7 iBftff £«a ft & 5 
R M P {±«$ Jt£ L fefcttffl; \- K 7 x 7 R M P * v a 
-;i/^fflMLTfc^, ftg<5p>7vy«i;:iS$-r*A 
-K*i7RMPts;a-WEWy»*T*iJffiT*Ci: 

[0 0 7 4] $/c, flfi©«WEJ8tLTs V7^i7 
• ti>'a-;l/<!:LTRMP ; Ev ; :i-;l/£tS§/£L, ftgfli 
3yr>ySta^t5V7 h7x7 • =E'Jj.-)^pfi 
£©+*-- AfrS?7>n- Kr*ct^p, **^BWPJ 
«W^*T-5r*|WfUT, rVTg©V7h7x7'- : E> t 

en*, 

[0 0 7 5] 02 W4, JI&3RMPtttt«Jt£Lfctt 
3»©A-K7x7RMP^7:i-;U£ffl3iLTfc$, ft 

-jUfc«ys*TfOTT*fB^a>7>vg«iii 0 

[0076] BHKSraV^ViyaflWII 014, 7Q 

vh-ivKfiPi it, CASJfl3»1 2£, 3>7V 
7l*ffl©A- K • 7^7?SE1 3 AMU-'tc 1 3 B 
ts RMPWgiJWl 4<t, 3-ft?"tlJt££RMPtt*IIB 

MP*5?a-;U2£?HllS*:rV5. 
[0 0 7 7] 7P>h -IVKSB1 114, Bt£* + */U 

©ttaao^a-^v^-r&b-BjaBftai:, s*7- 



[0 0 7 8] CAS«3«12tt* P>7>7ISffiW£ 
*£©B?3&b*tlfcCAS (Conditional Access Sys 
tern (RUeBfll) ) lcHr*Sg»K«-3*s S£M=l>7 

vytasstifcx^v^wflsoisfi* (77? 5 > 

7/U) ^ffdo H*Hl*3®7H>*;Utt»T?tt» BS, C 

73S*Sffl-T^o fiU CAS»Hi*(i*ftl!ll4>» 

[0 0 7 9] A-K • 7VX'73£S1 3A7£tf1 3B 
14, Sfi3yxVy©*8Kc«ffl*ti«. «fcyji«:«fc 
(4, -7d©A-K • 7-<X7l£»1 3AliRMPi-7i 

Jft, f6SO/\- K • 7-rX*g«1 3 Bl4*f*iJ5&3I& 

©«ai©=i>7> i y©s»i^fflTtn^ 0 du a-k 

•7-r7-7g»1 3A3KM 3Bt4, WIHteSt^a 
£ELfcg«T'*5^Ef4S<, ffilAtf. Ui-©A- K • 
7-r X*±fc*J y ^T5*ifcS'.HI©iB1i flHE (a-7^ 

[0080] *nHi0ra4, tews* $7-* ©-a? 

tUTEa*ft*RMPlc(i, *OSSC*«gijr*fci& 

©m^©MsiJit$B (rmp id) tffyygetiT^ 

5 0 RMP 1 414, A— K • 7-f X7SK 1 3 A 
frS«PJJMI/*T-r ?*Bc*aiLT, RMP ID* 
fSSULT, 2-3 («tt) ORMPi->'a-jHM:R 
MP ; E-7a-;b2©5-6tasy*nfi:RMP I DldtfJS 

[008 1] RMP^'i-yH tmcRMPtyi- 

tf >7 >y tfsrisir * t-**«hit 

*fc»©«ofr©-fV*-7x-X (buSE) *«jLTl/> 
RMPKB'Jffii 4^4:y«»?ti/cRMP : E-7i- 
iU 1 X14 R M P t -7 a -;U 2 14, mmm* $ 7— 5z t 

LTsea?* nfc rmp tt«iBai§ y icnft lt, 

3>7>7©^b, B4=l>7>7<!:LT©^gpai 
73, /\-K- 7-fX?g«1 3B-^UA-/^7^-^7 
•<7 / \©«ttS<!:©=l>7> , >SQS5'fif5o 
[0 0 8 2] tit. E13lCf4, tt©!llt^tt(Cffi%3> 

7>U/gfI«2 0f4, ft%« R M Ptt«£HgLfc*Ii& 
©/\-K7i7RMP ; Ev ! zL-;U*fflSL-c-fc?, ftg 
«a>x>'>*lcii^r*A- K7x7R M Ptvi- 
;Wc«jy»ATSIffl-r*J:5lE4-3T^*. 
[0 0 8 3] raHlC^-rffilTtt, U>7>7g{i$2 0 
14, 7P V h • x> KW2 1 (h, /\- K • 7-rX*g« 
23L RMP«g!)»24t. SRMPi-7i-Jl/1fi 
0 : RMP : E-7rL-^2<!:, 7=l-^fcB7jSB2 5 *\ |q 

-©7-? • ax 2 6%ftLzms.mmi*titcm&tis; 

[0 0 8 4] 7PVh • XVKSS2 1 (4, Bfr)£^+*;U 
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£ttlrftt>V£, -TV*-*-;/ K4if©j£«*'> h7- 

ig^-r^^tcfc^Tli. 7P> H • x> KB 2 1 14, 
*y h7-7 • ^V$-7i-7 • A- KTHOTSC 

[0 0 8 5] A-K-TVX7g«23li, RMPty 

a -;wc ^ swNoan =1 > r > 7 l 

[0 0 8 6] «*y*S*$T-$£LTIE2*ft*RM 

p id*. *a>*a*ws"jr *fc»©H*«wjfli « r m 

P I DtffjyaStlT^*. RMPR9JS2 4U:, /\ 
- K • t> 77HM2 SfrSfcfUBBl^x-SSR* 
itiLT. RMP I DfcftgiJLT, 20 («K) CRM 
P =E~?3.-)\, 1 RMP * -7a-;l/ 2 ©5 

[0 0 8 7] RMPtyi-lHUflCRMP^'i- 

tf t= □ > 7 >•> ic^ia-r *«pj»a/ * x- * zmmt 

4fc46©»03Cf»©'fV*-7i-X (103) *«ji.T^ 
5. RMP ftSOgB 2 4 ic J: y ftfc RMPi-72- 
JHXBRMP *-7a-/U 2 tt, JfflJflUl* $ x-* <h 

3>7>7(Di^ B£P>x>7<tLT©fl-g|5iii 
73. A— K ■ xV77£S2 3^pyA-A7jb • *xV 

7 / s©tt«ft£:©avTvyiBa*fia. a&\ cas 

SBa*?r3 C A St>>'2-MR M Pt 7:l— ,/l/±tC}§ 

[0 0 8 8] 7 f 3-^ffl*««2 5W:, «fiJ«yi&©S 
£P>x>7©xP- Kj§33£tfKttgBtti7J£ft5= ffil 
AV3V7>7T'SM; x=l-^ttJ7]gfi2 5 

BtSaSt^o ^LT. MP EG2&£K < fc:5ESgl!W£x 
-**#MHMLT, ^©tx^fi^liSt^.tt, 
fc, Effit^x-^KBSLTli, PCM (Pulse Code M 
odulation) xP- KLfc*fctfiin*i:£jiELTII£S 

[0 0 8 9] £fc, H4fctt. f6<0«tt»»lc«*3> 

f>ygi«3 0li, V7h7i7 • tva-^LT 
RMPtyi-MMU *Sft=l>x>'J/*lcB£ 

VP- KT5J:3li:ft-37V*. 

[0090] mmitmt^oiz, p>xv7g<i8S3 o 

lis 7P> h • XV KSB3 1 CPU (Central Proc 
ess ing Unit) 3 2<t, A- K • xV77gK3 3 AS 



If33Bi, RMPW3iJ»3 4t» fHiy^iJ3 5t. 
xP-^tti7:Sa3 6«h, h-7-7 • -f>^-7i 
-7 3 7A\ •77T^-/U3 8^LTiI8iJtl 

[00 9 1 ] 7P V h • XV KW3 1 its R/t£x**JU 

[0092] *yh7-7"T>$-7i-X3 7tt, 
TCP/ I P (Transmission Control Protocol/Intern 
et Protocol) a^OHfSOiiflT'P hPJWCftoTP 
VxV7§ff&3 7£>fV2-*-;/ h&£©£i°E*y h 

lei****©** m*tfSN)l*tiT^*. #X hSS*© 
HW*» ttB***ft£©PVxV*J/*E{rr*1WHE 
fll*-yrp*y» f60-SPfiV7 h7i7RMPi-7i 
-;U*Eflf5-*tt-yCc?a6*. &&\ S&MSISTPVx 

<y h7-7«iftT*m^© H t-tf7. • 7P/W#fr5P> 
xV'J'fcgflWfcJi^fciil/'Ttt* 7PV h • XV Kff 
3 1(4, *y r-7-7 • <>$-7i-73 7K«fcoT 

[0 0 9 3] CPU 3 214. *",l/-7-fV7*' v'Xf 
I, (OS) ©$iJ»TT\ PVxV7§fl83 0pt3©I!]ft 

'J 3 5tffl^T#a©7P7"5A • P- K**fT-T4o 
[0094] A-K-f-fX7SI3 3Att. RMPt 

-7a -mz £mmmmm<DKm?o p vx V7©s 
». mmm^kCD^m^y^y^comm^ 

ffllTft*. *fc. A- K • xV 77SS3 3 B14, J-Xbu 
ffifHLfc (365U4S5ib^46^7>P- KLTfel/ 1 
fc) V7h7i7RMPf-72 -^©S«lcf Uffl * ft 
A- K • xV77gS3 3 At 3 3 Bti, ^-ft^ft 

A- K • x-f X^««±TE«6ftfclB«H« (#"Jx«' 
A-tV->3» T$oTt,J:L\ 
[009 5] ttfJUSy * £ LTIB5ze* ftS R M 

P I D^fjyfiSftTL^o RMPHSiJg|53 4ti, A 
-K-7-f7^I3 3 frb^y&S^x- 
HJLTv RMP I DfcKHILTv Kar«V7h7i 
7RMPii?i-M^iU 3 5±^P-K?ftT 
9HlfiW*fi»5fr*S6ffl-r*o RMPMgiJW3 4tt, /\ 
-K7x7 • hfcLTTlifc*;. CPU3 

2tfSWr-r*7'P^^ • P- KtLTJ»rr*Ctt, 

[0 0 9 6] fHiyty 3 5±©V7 h7i7RMPt 
-7 a C fti^ 5 SSf 5 P >x V-y IcBir S R M 

p i Dicky h ua^a^icii. isny7h^i 

7RMP ; E7a-;l/^P-A;l/ • tV77 3 3 B±T'S 

i^u liofrofcJi^icttcfttfHiyty 3 5±©t. 
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[0 0 9 7] CPU3 2(±, fmtt'J 3 5±lCP~F 
* hft V 7h7i7RMP tv^-yU^UST 5 C t 

iwjaa^^^-^ t LTiaa*tifcR m Ptt« 
3 a^'ja-/\"^u • ^T-r ^'Noiairtaifoavyy 

A S * V a - Jb^lll^c^y t U 3 5 ±tc □ - Kfti 

[0 0 9 8] ra-^tt**B3 6W:, ttftltt9ft«»l 
iaVrV70f3- KSaSMmc^gPttJTD^dc fll 
*tt, AVa>fV7TSntf, fa-^MI3 6 

■MUST*. fLT, mp EG2&<^;^;: c fc3I£fiisw£7 : • 
-s£#^ffi^lLT7c©lfx*{I^£^£T*<!:<t^ 

fc, ffifigg/Sx— PKHLTttPCM (Pulse Code Mod 
ulation) xP- KLfc«fcttiin*££fiELTII£«t 

[0 0 9 9] H5lEtt. P>T>'>gffi«3 0K77h 
7i7RMP^:L-/U£?7>P-KT*fc#>0$ail 

7n-* + -HEffi-3T, V7 h7i7 • *5*a-;W!> 
^■7 VP- KJMlco^TRiir*. 

[0 10 0] M-K-7V7x*giI3 3AU:S»LTfc 
fc P > x > y M JfrT * IR itiS*" aiffclftS 

**T-$*H«fcM- K • tV**SH3 3 Afr^m 
Sf-iULT, RMPt-^-JbCDRMP I D^MTS 

(7s77 7S1) o fLT> COR MP I DtfifSf'F 
H^^'J 3 5KP- Ka-tlTL^RMP^vfa-jKD-f- 
nt-SZTZb^frZ^x^ttZ Ux-v7S2) . 

[0 10 1] RMP I Dtffc-y hTSx -TSfc-Bs C 
ftfr * P >x >y <D R M P 'J a -Jl/tfflEKfP 

tt^U 3 5±tCP- KStlTVaig^fctt. ttl^T« 

VyVV«IAfcH**»ftJGaB*ffofe* (Xx7 7S 
3) , P>x>Vg££^ U7 7 7S4) , 

;U-xV£tt£*S7-r*c 

[01021M, RMP IDffbvhLS^fei 

RMPA#5ttf?B^f LT (*xy?S 
5) s RMPX#jfet**1t-/«CSNffiLT (7,77 7 
S6) , RST3V7 h9i7RMP : Byi-M^ 
tt-y^5if7>P-Kt3 (7T77S7) . *L 



T. •5f7>P-KLfcV7 h'7i7'RMP : Ev ; zL-;U^ 
P>x>'ygfi«|3 0^>Xh-/l/ ft** 
; E'J3 5±tCP-K) r* Ufy7S8) . 
JO 10 3] RMPA^StlffBtf, flSAHfttSPjaa^* 
x— £F*3tCURL (Uniform Resource Locator) $J7 

iEaarhTv*. cflDjc^fta^s 3>7>7§fii3 

Oti. *y h7— ? • <>-j!-7i-X3 7*ifiT-r> 
h©J:5&TCP/ I P*y 1-7— 7HSTU 
R L-pJSS*tifc-9— /«c»L*ai7^-bXLT, KM* 
f?.RMPt<7a-;U*HTTP (Hyper Text Transfe 
r Protocol) XteFTP (File Transfer Protocol) & 
£©i£M7P hP>l/U:«£oT#7VP- KtSEfctf? 

[0 10 4] $f9&DV7 r-SiZRMP^v^-^-f 

T> #«HI^>7- *£LTfSaSr*lfcRMPft«SE 

VrVytUT©^**^ A-F-7^X^gi3 3 
A-^> U A-/\"7VU • ^ 7-f Z'NCDte^fc ifOP >x>7 

[0 10 5] «31-bV*tJ8«S|3lLT, RM 

p tt«iB3SiESr3^T p >x >y m\izntzm&m 

Zfj^tcte U777S3) % 3>7>7St*^ 
U777S4) „ **»l/-*>£f**|*7T5. 
[0 10 6] V7 h7x7 • i^-Jl/tLTRMPi 
-7i-;l/**fiE-r4SJB«liLT. CPU 3 2 (25£l^ 
lift©3«Bfll2-'> h) fl4t*iJffla^*T-*rt©R 
MPfMfE2*l)WfLT» ma0V7h l 7i7RMP* 

[0 10 7]H6tett, V7h7i7RMP^2-^ 

^pyx>'ySfl«3 o ragPT-giiii^fiKt-srctooi&ii 

#«£7P-^-h©fB3;TH»LTl'>&o feTR C 
C7P-7t-H«oL V7h7i7RMPtyi 

[0 10 8] /\- K • 7-TX^gl3 3 AK«»LT£ 

**T-**rattK/\- K • tVX*8H3 3 AfrSIS 
^fcBLT, RMP^i-;|/ORMP I D%m*T& 
U777S11)„fLT> MRMP I DtfSlS 
ft»* €'J 3 5 [Ed- KSflTl^* R MPtya-W 

2) „ 

[0109] rmp i D^t-> hr^ tat>«» c 
ni^ssrsavfvyoR m p«s?a-;utfeicff 

3 5±KP- K*hTL^*Jl^KI4» «^T* 

a-bv^tSHBiiLT. RMPttaiajSics^TP 

13), 3>7>7St$ff^ (777 7S 1 4) . * 
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[0 110] RMP I Dtfky hL&frofdi 

ttim. r m Ptt*EateHT*iw*fWj«a**T 

-*fr6>SM#"rS Ur77S1 5) „ &l^T\ P>x 
>'y CflM 3 o ±co =i > -7 1 — > a > • y \°7 - (ffj 
Alt CPU3 2tfj#OtUM&3) tfRMPiyi-Jb 

1 6) . 

[0 111] 3Vtfi-7->aV • 7f7-?£0>«& 

Kit, n>yV'y©iift#^rp*4B©yyb-s;* 
s^Lfcft Ut7 7s 1 9) , *saa/b-^>^s^ 
*S7-rs 0 

[0 112] «D5, PVtfa-x-S/aV- a°7-S% 
#?*ofc»£fctts *Sfc, RMPttJifEii^SfjcL 
T U77 7S1 7) , tW/tU 3 5±TRMP*B 
5TTS U7 7 7S1 8) . SfSi(CRMP*»SLfel£ 

-^<t LTIBa^tlfcR m PtHtEaay icIMtLT, 

A- K-T-fWW 3 3 A^Ui»-/W • 

[0 113] tti^T, W-tr>*£WBttLT, RM 

Ptt*fiB$KS^TP>x>y!iAKiiaTsis£ffi3i 

Ut7 7S1 3) , 3>TV7Itm^ 
U777S 1 4) , *SB»U-xV^**»7r*. 
[0 114] SJs, A-h*^i7 • t5?a-;btLTR 
MPt^ii-jb^SfiELfdf^ V7 h9x7fc*y* 

/tffifcfcW. SflHtldttiSLfcR M PlcBSfc* 
S«fc5attll**B«LTfcJ:L\ > «*tf, P>x>y 

Tl^tllt Bfr£©RMPfcffl»r*CttfT#, 

©pyxvy fcSfrUA&nupyxvytf 

«*Ke$f 9 > p- K? S C i T\ «2r S P >x>9CD 
«^<b • S££ JUSTS C 

[0115] jetx-p, n>x>\y • 7p/WWiiis 

[0 116] E17(C(i s ZIVxV'yE^XxAl 0 0 
©«ISfl<l«fiE*IHBL7V.5„ HH(C3sfaVx>yB 
<T>XtA1 0 0I4. a>T>y*jt!lffi'att1-5«i 

*yt^ttxtt«Kttaswi#frsa«avTvy • 9p 
/U?2 oot, f&Jft • H«*tifca>y>y»«att 

Bl= rHS^j £fs) 3 0 0«h, S-tt«Btt£CK 



ic r 3 >x>ygfli«j £Ts) 4oot7?«ifiESft 
So a>xvygffi«4 0 0(is -file, bb&ifb* 

*73fflOxUtiv ; a> (TV) 4 5 0 fcBfMrlUV 

So 

[0117] 3>r-yy -7njW92 oo ttt&m3 
o o tomi?tt» a>x>y«ff • JffltfcBlirsSHI? 

fttfabStlTCy, T/?V7 • 9p/W?2 0 06 s 

Mtt (ss^ttflwoavxvy • 7pMy#frSSM# 

Lfc) n>T>yiiflfflSJ»3 0 0K||tt**l*. fifcMii 
3 0 01*. PVxyy^Bg^kLT, Ctl^ffiAttSIS 
teO-eTSBBrtOP^xVySflWU 0 OtElRlWTE 

[0 118] P>x>'y • 7°P/K#2 0 0tt, P>x 
VV*yft*»#£LT©B«iiiJtt£a:2 0 1 ittSfc&L 
fc. avxvyBftSffirs^SBCWl-bv* 2 0 2 

•5&if£\ a>f>7 • 7°p/W^2 o ottavxvy 
£«^b*sgi©<gii£^3-t:>* 202 izmh. mm 

2 0 2Ba>r>y»MHMr*r. 
[0 119] W3-tzV*2 0 1 *Sfctt»©BIiE« 
2 5 0W6©aa«Hta«iLT^TtiJ:^o Sfc, B 
It>$2 0 2(t fi^OPVxVygfl^OOt© 

^t«4 o o(c«LT(HWbav7 i >'y*WfflRrwtr* 

fci*©Stt$8^E^ti.o avf>yafl4 o Ott, 
E*B£*lfcB1t«*ffil\ R M PttMKafcB^T* 
Sfcj£ffiM3 0 1 «a-Z?S«LfcBWffcu Vt>'J/*»R 
LTSIfflfcflWa. ffcv P>TV9gfH£4 0 0(t 
A- K • T-f X?BB4>£3tt*BftttHBttttB*A 

a LTfc *j , gfli u/ip >7 vy*B«T * c ttf?? 

So 

[0 12 0] *fc % □ >7 1 V'yg«M4 0 0frSB3H: 

2 o 1 k^lti*. ^>7-yyoM±u9n.itm& 

ltatfS66nT< So P>xV9g<lB4 0 OffliJ^a- 

iftiv :i>xvyttJiiEittfiia©B£B*Bs 

U y h . /j_ KtCcfcSfiPBfj^ ffi?7*-©fijffl&if 
[0 12 1] □>x>y«6!lfHtWcEfll*?T 

^asig3 o o(c£tt«ttrtft«dttKrasL7v«. 

ttT. H8*#BLft#6, a>f>7WWi:fiW 

[0122] pvxvyei^fbgps i i it p>x>~y 

a>7>78 0>t>7"*-) Kc*ffl^T 
ug^fbfSo fiU a>7W-rD/W*irS!l«* 
tl5aV7>7H P>x>7 • 7°P/K#tCfc^TSI 
^^^afc R M Ptt«IBaKBiJofcBW^b*Ofl!lO«ftHD 
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[0 12 3] UVx>'y*W{b«3 1 2(i. IBffig! 

[0 12 4] ?;U^7Uf-9-3 1 3li. 3>x>7Bgf 

y«B^ta?3 1 2fr6A;rjT*BI^b=l>x> , V&£ 
£»kLT. r-5>X#-h -XHJ-ATS (Transp 
ort Stream) h • X h 'J -A 

[0 12 5] CASW7>773 1 4li. aVf>'> 
^a4 0 0fcj3l*THj£gflS-&*'<<» h5>X# 

5o C A Sfc£tt*Stt1t«*X*7>:ftb*&£U:. 

«yA»H^ La^B»{b««ic «t y B»{b* tu 
ic©-STa>x>'ysflHi4 o oflaicjasfltrac ttfT 

[0 1 26] H9(C», BfiSat LT«jS*ft*Efll3 

>5 1 > , y^§^-r^=i>7 1 > , y§fta<D-^j4 o o aw 

«4 0 0A(i. fifflLfea>T>y*/\-K'T-fX^ 
ts. Etm'&fD □ -» Jl/EIHMte— fl Wl L Tz&T- □ > 

SLfctf S3 VxVJ/gflHM 0 0 AIEOI^TRBT 

[0 12 7] CASf^f7>7'54 1 1 
l^7PV h • XV KtCfcyMtthfcT*-**, 

3 0 0«ifrSWILfc^^5V^Wi»ffl^T5rX^5 
V7VI/LT. h ■ X HJ-ZvSWHT*. 

[0 12 8] f7Jbf7*l/*»4 1 214. 

©$$A- K • T-r**£«4 1 3 A^-BS^ft 

[0 12 9] RMP : E->a-;U4 2 0(4. M-K9i7 
■ *S?:i-/l/fc5W4V7 h£x7 • t^a-jU/^tl 
©»«TS«t*tiT^T < bJ:L\ A- K • f-fX78I 

4 1 3AKMILfc3>5r>y*|||Ar*«, » 

MPtsgijiffB (rmp id) *i«aaj?ti, ii^^RMPti; 

[0 13 0] RMP ; Ev ; a-;b4 2 014. a>x>'yjl 
AKHT*8tt*3E;bLfc (**L>tti-tf • 77J9> 
h*K»LTL"»5) »31-l»V^2 0 2taMHLT, □> 

7 i vyo«MiKD*iiAi'a. nvTwaawftw 

4 2 1 (4. ffiNJffla^^^-^i^SBH^baVxvya 
fcSjytULT. Ctl^iBffl@KDT-«^bLTa>x> 

14. RMPivi-)l/4 2 07?«j£*tiTl/'*3Vx> 



>'y«Kc*BHHWbr*. 

[0131] lALfeWftayT^y*, wrafb* 
tifeavrvyiiitt. a- K • 7^7^814 1 
3Aj&»Sm-K'tVX*8114 1 SBfcfMHiT*. € 
U /\-K-7-f^8l4 1 3Ai41 3B14. »S 
ttKHfiLfcSMa-'y r-7?**&»4ft<. 13— OA 
-K«T*X*rtT*Mfflmfl (WAtu) <h*f*iJ$fi31& 

(IA» £?KWI« (ffilxtf* a-tV-> 3 » 5 

[0 13 2] RMP^v ! zl-;U4 2 014. IAa>x> 
y©fc&0E«SlKD©9IA-£. ^Aa>x>>>©^Bl 

lt. jratt&«iMCT£nnicffa-t!>$ 2 o 2 ie» 

[0 13 3] *fc % HI 0 flffigft£:LT«3&**l 

SEffip>x>u/£g{lT*p>x>ygfl«©te©0y 

400B<7)^ ; &«iew^LT^* o maicsrav 

r/ygffl|4 0 0BB. ■fflUfcaVxVyt-HM 

&4 0 0Bli. ±a?Lfc=l>7 1 > , >Sffl«4 0 0AtCj: 

«4 0 0B(CO^TRWr*. 
[0 13 4] A-K-x-rX^7gM4 3 3F«3lCli. RM 

p i>>'2 -;b 4 4 0 nfca >7 >78 K c^ffl 
t*T«iWk*tin:3>y t» R M P«>a-;U4 4 

[0135] uvxvyaABticti. 

lkSP4 4 1l4. A-K-7VX*£«4 3 3frSRaT 

[0 1 36] 3VT-V'J>«^kS4 4 2t4. BIALfcl/* 
•*fk3>r>y*A- K ■ r-f X^36B4 3 3 6^615! 
*UiLT\ u^^k? hfca >7> 7i K c^fflU 

rwwbu 7c©»«xi4**air©ziV7 i v\y*?i3H 

[0 13 7] APS5flggP4 4 3«. Ifxa-flWa 
[0 13 8] ■9aifflB1 0lESr*343>x>y» 

ffl«4 0 0Aicj:ti(4. 3VTV , y-7 , a;W<rtt. c 
A S tt4!43iLfcHHWkS/XTAlEj: y 3>T>y*E 
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>xV7IB{f->2.7 1 Aft<7)-c\ I^CAS (Mft^Sfc 

mmm%) icsfctfofcaaoT?* h7*- z.±t=i 

CASli, *a«3Vx>y©3iBlli»lcilS f 
ftl\ HVx>yttlW<b*ftfc*S0««T/V- K • 

cA^6««« K sfcjWS* 5*15CT, D p 

>7>7§il4 0 0 A±?l.v3?t,||£-r*C£tfT 

$W&S**u £JB«SSl/'tt*£ffl«ilcWl-bV*2 

[0 13 9] 01 1IEB, H9(CSLfe*aa3>y> 
^SAWM 0 0 AlCfc^T, K • 

rvx7gg4i 3 Mzmmztcisbco'&mmm-m 

c©7n-*+-n«:tJ£-3T, PVxvy©*»je3fc 

[0 14 0] PV^WSflMMOOAflW— «f 

icty^L/t^sjajb^^oTi^*^ orftfo-B 

S21). 

[0141] TOLfct*W&MWc»a&Sil , iT^*Ji£ 
©WbEPG (Electric Program Guide : S^Sffl 

s Ur7^s22) . *lt, (tun 

23) . 

[0 14 2] &^T\ 2-TO6©7'J77UV7X* 
UX7 7S2 4) £gtc, 7°iJ7 7'U>XlC$ofc# 

5) . ■?• Liv «5ir^*^a mm*) 

*;l/ft£*K£*-* UT7 7S2 6) . 

[0143] ^r^^jicijjfL/i, ss^uaai* 

>7S2 7) „ 

[0 144] t^ll 21=14. tta»i: LT«3*ft 
4 0oc©«us*«5C«tSLT^*. mBteSfav 

xWSflMM 0 0 Ctt, I CtJ- Rb*ftfcfB*«fflS 
ffl©CAStyi-;k T5MBS-CAS ICS 
- KfcfcBLTfcy, Sfll LfcaVrW*— M/\- K 
• 7V**MKB«Lfc*, CAS->7xAlC«^ 

T, BlH*»8BL*tf6, a>r>yS«*4 0 0 CK 



[0 14 5] 0*Lft^7P>r- -iVRCfcySffl* 
tlfcx-* .aVTVm «PJ«Hll9Tfl^CASK 
*y^^5>7;WKl**lfctt«ffl** % A- K • 5V 

[oi4 6] Sflt3v^vy<o«Ri»attRMPts;i 

-;U4 6 0(£*yfitotl*. RMPi^2-;U6 0 
(i. /\- K7i7 • tv^-Jl/SSlMiV? h7i7 • 

K • r^X^gl4 5 3^;:s^tLf;:p>7 l >7£^iA-r 
PfffiSUtifS (RMP ID) tfttlUStU ISi&RMPEyi 

& I Ctj— K<h LTffi^£ft.2>C A Sti/a— ;W£R 
MPi->*2-Jl/4 6 0 ©-s^hust*. 
[0 14 7] MI*ftfcaVxVy*HSrSI»» t£S 
r SJtf'JifiJI* 2 x-*£M-K- f^X^gf4 5 3 

[0 148] mHSBrnttT-WMts ECM (Enti 
t lenient Control Message) <bEMM (Entitlement Man 
agement Message) tteSflTV*. ECMli, CAS 
X *? 5 > 7";U*»l«r* fc46©7 * 5 V 7VW8 K sc£BI 
^bLfctiffl-pJBSo *fc» EMMli. ECM?S(fc 

[0 149]«§«462(i. BS-CAS I CTJ — 

FKiSf§*ftTl^7X*H8Km£E^TEMM£f$ 
RLT7-?«£8tttiHi*»*. «^S!4 6 

His 7-9i*ffl^TECM*|ffltLT, X<75>7 
Jl«Ksc«1l«. 

[0 15 0] *!|£S$4 6 4tt. ««flS4 6 2lCfe^Tfi 
StlfcRttltWc*^ 3>r>7§f8i4 0 0 CO 
iE^lt^SEE-r^o iEatWiELfe^ X*5>7;U 
«Ksc*a4MP4 6 5lEflaSf«. 

[0 15 1] y\-K-7 : -<X^gS4 5 3tcSS3-nrc 
Sfinvxyytt, CASfc*-3*, Mu I t i 2 ft if 

©satJiyx^^v^WflashTL^,, a«W4 6 

514, »ftT*t>*WILft^a>y>yt/\- K • r 
<rX*«4 5 3frSttyWLT, X^5>7;l/«Ksc 

[0 15 2] APSSaSgP4 6 6(±. tfr*fl^ft£:0 
3**P*a2jfl»fcSLT* 7^Ptf-7a>-¥>CGMS 

7-/7iLT7Ut;73> (H^LftlA) ft£'0tti:rjg 

[0 15 3]-*. «^gP4 6 2fca5l/»T»SftfcSg» 

nra& ppvT-*<s«W4 6 3icwiar*i*. rm 

Pt-?a-;l/4 6 Ott, £»ttS«^U:?£nttlc«a 
•teV*2 0 2lE»KL7\ PPVr-^^eSr« 0 * 
S-b>^2 0 2tt, PPVt-**»IC. PVxV'yiPJ 
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[0 15 4] HI 2^"T=lV7 1 > , ySft«4 0 0D<7) 

K*iJfflr*C ttfT**. C A S(E«-aTfl»fb*tlfc 

lc*»*:h.S. CASTffiffl**l«7^4«-aKin(cJ: 
UEMMtttf(CECM«ffL^T. WH3>T>y&*K 
C£tf?**„ *©IR. Bg^fcSP^fcCtfcKSP^i: 

[0155] tfc. eii 3 tcti. ttasat LT«as**i 

36B<lP >x VVtSMrr 3 =1 >-r>y gffi«©fteO«iJ 

400 D®«M»ffan(a5iLT(^&. miafcsfp v 

x>>y§ffa4 0 0 Dtt» I CA- Rb*ftfc«»ttS 
- KtrtBLTfiy, C A S5/a^i.ac«-30T**tt 

££ 0 JiTR I^IH*#!!BLS:tf6. 3VfyySf«4 

[0 1 56] SffiPVx>ycD^iJ&gl4RMP : Ev ; :i 
-Jb4 8 0KJ:yfffctl4 o RMP : E>fiL-;U4 8 0 

(4. n-K-Ji? • fJn.-il'&ZMtvy hr>i7 • 

Vh-IVKS (HI^L&IA) <fcyp>x>ytfg{12 

*U RMPfffigiJItlB (RMP ID) ffWHttls 5BSSRM 
P^3;a-;|/#WJ«KBftLT^*tifl!)tr4. RIH 

tsTWPtt* i c/j— K<t Lzaet* n* c a s 

©ftBSfia-b+aJ 7 • tv-a-Mi, RMPii?a- 
;U4 8 0©-»*«J«r*. •t*ay»« : E^a-;H4, 

[0 15 7] BSLftL^PVl* • I>RC«fcygflh* 

14. CAStva-yl/r&to-eBS-CAS I CA- 

[0 1 58] t»UiOS**7 s -**fcU:, ECM (Enti 
tlement Control Message) tEMM (Entitlement Man 
agement Message) tfftSflTl^S. 89*4 8 211. 
BS-CAS I C A- KfCiaa* *lTL^5?X*-« 
Kin*ffl^TEMM*»RLT9-^«ig«flHB*» 

4 8 2 lCfe^T»6ftfei8ttflHBtt. P PVf-*tt« 
[0 15 9] W3£aJ4 8 4(i, a*B54 8 2(!:£L'>T» 



«Ksc*a9»4 8 5K«lB-r*. 
[0 16 0] 89^4 8 514. X<77>7')\smKscZm 

[0161] ir+aT 7 • ¥-?a-JUA?li« B»fb«4 
8 76\ =l>x> , ygft«4 0 0D^g]WO=l>7 1 V , y 

y*ffl»W<bLT» /\-K-Tf**SII4 7 3Ktt 

•at*. 

[0 16 2] /\-K-xV7.^7gM4 7 3tcSa 

14. l^{bP>7 1 > , ;/£M-F-x-rX?gB4 7 3fr 
6M*U]U «9gP4 8 8(CT=l>x> > ySfflSKst^ 
J§L*Ttt9fbT«. *LT. APSSftSaJ4 8 9[±. t: 
x^«96«5fOT'7-P^dJ7Jfl9tc5>fLTx ?^Pt^ 

[0 16 3] $7c. •fe*a7 ■ ifa-AWtt, CA 

Sr^^7>7; wasns© =i >x > v s «if usaa^ * 

[0 16 4] RMPi^i-jl/4 8 014. £fflttl£3t/i 

$2 0 214. PPVx-^SK. H>y>y|M#K 

[0 16 5] 01 3fc,TxT«fc5&ffij£©P>7 1 >'.J/gfll 
«4 0 0Dfc«fcfttf, CAS->XxWcffioTE«**l 

fc»»T*c£tf?**. s^fbois. cAsrtffl 
t*x? 5 > ?jui k sc t zmmmcD a >^ w 

SSMKsfZWfbT*. A- K • rVX^KKSf* 

**ir=B»{bp>x>y*ii4r*Ji^fi:w: % pi^t* 

*fcB&p**£jiELT» £»IW*5^tt^ffllB«fc« 

a-t>«2 0 2KssfliLT» pvTvy*ijffl#twr* 

S*5ff9. CAS«RMPt5Ja-;Ufc— (MfcLT* 
fiET*C£fc?**o 
[0 16 6] [ilffi] J-X±. ft&DXftftl&SRL&tf 

[0 16 7] 

if©BWfb* tifcJBSCTEfll* ti**»P 
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s» £*ifcp>x>ygffgB&tfp>Tvygfl£& 
[0 16 8] *»Efc,fcft(& BW?*X&£4> 

flMxfc a >y >y MKISIF3 >x > y SfiTJjSfcffi 
[0 16 9] tits *9W3fcJ:*Uf, nVrVyMft- 

K58fflrr*Cfctf?**, WifcPVxVygflHSBfi 

[0 17 0] *fc, *^tcj:n«; §a>T>'yM 
->XxA«tKS*ft*aBS©RMP (Right Manageme 
nt &; Protection) SS(E»iBTSE£tfT#*, tth. 

fca>r vy wnmaif □ vxvvwi£Sc«BtT 

[0171] *5SWlc**3>?vySfl|«BStfa> 
xvyswsatcititf, i ^cavrvyftHKi 

■tfft<a*. *fc, *a>r>y*!iff-a«t-EflW 
**M?tt, R M p tt*ilE33& £©3 y=r /yWBM 

fcs Suvrvyfilf* • aft • Eff*£#M(i&t7£E 

*o *fc □>x>y?iJffl#lcfe^Ttt, jfiHBtttf** 
[H®<DHm£IH0£] 

[01] R M PtS?a-;U®»«(Ua*SLfcHT« 

[02] J|tt«RMPttfl&||SLfcaR4>/\-K9x 

mim-STZn- K'7i7R M P**Jn.-i\,fcWJ9Z 
T* ijffl f 3 YSSfli 3 > x > y SffllOflt 3*1 ICS 

[03] Rft*RMPft«*jlSLfca»0/\-K'5i 
7RMP^j;i-;Utffl*LTfe*, &g<iP>x>y 
«fcB£T*M-K*x7RMPt5?a-;W;:«jyB7L 

TSifflr*jgjW)a >T>'>gfi 2 o (DtecDmmmz 

[H4] V7h'7i7- : Ev i 2-^LTRMP : E^i 

-;u*«jsu *a«a>^>y«ic38'&r*y7 h7 
»a® a >x vy sflia 3 o (D^com^m^m^mz^ 

LfcETfcS. 

[05] a>T>yafWl3 0lcRMP : Ev ; a-/U^^ 



[06] V7h7i7RMP : E-72-M3>7 : >'>§ 

[a 7 1 □ yy-ym^y^K(Dm,mm^7f, ltc 
[H8] 3Vx>y*jftatmcE«*ff5flta6JBicsw 
[09] aeaatLTiK6**i*EfliavT>y*9fli 

[010] BBaatLTMaestisBfliavTvviB 

VySffl»0fl!«>ffil4 0 0 B©«J5E£;|Iit 

[01 1] 09(C^Lf;:a>x>yig{l«4OOAlCfc 
L N Tv S«3Vx>y*/\- K-T-f X^««4 1 3 A 
K*«T*fcfc©«S#W©^*wLfc7P-* + - 

[01 2] aaatLT-«s*h*E«=i>T>y« 
fsr«p>7 i >ysfiiaofto«ij4 o o commma, 

WfcSLfcE?**. 

[013] 8Ba»tLT«a6**i*Eflla>T>v*S 

flrr*a>x>ysflHiof6©ffii4 o o caflU£«83 

niCOTLfcETftS. 
[014] C A St-X03>f vyBflfXrAiOi 

1 2-C ASffiSa?, 13 A, 1 3 B-/\- K • xVT. 

1 4-RMPEftl* 

2 0-a>7>7§m 2 1-7PVh «I>K* 
2 3 . ••/\-K-f-fX^I 1 2 4-RMPMB'JW 

3 0-P>x>ySfs^ 3 1-7P>h -IVKW 

3 2-CPU, 3 3 A, 3 3B-A-K-f-f7^I 
3 4-RMPE»J»» 3 

3 6-TH-<fa*lt«. 3 7-*y h7-*--r>* 
-7 1 -7s 

2 o o-pyxvy • 7p/K# 

2 0 1 -#$i$iJ^± (£Kft3*g*) . 2 0 2-1 

2 5 0-BEJB 

3 0 (ffrSt£SISKtt33£*X*) , 3 0 1- 

3 1 1 - pvxvyBWfbft. 3 1 2-av7>yiw 
^bSP 

3 1 3-V;l/*7b*+)\ 3 1 4 -C AS775V75 

4 0 0-a>r>7§iI (p Vr>yE*ttJSa«tt 
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4 11- 


■CAS7W7>77, 4 1 2 •xVyl/^^'U 


453- 


■A-K-f^^81. 4 6 O-RMP^i 


<7V 




-;u 




4 1 3 A, 4 1 3B-/\- K • fVX^gl 


461- 


■a*& 4 6 2 - a^gp 


4 2 0- 


•RMPtv>'a-Jk 42 1-a>r>y«I* 


4 6 3- 


•PPVT-*tti», 4 6 4-WS» 






465- 


466-APS«H» 


4 2 2- 




47 3- 


■7\-K-5V>l*M. 480-RMP^i 


4 3 3- 


•/\-K-f-f^8I, 440-RMPWa 






-)l 




4 8 1- 


4 8 2-«*» 


44 1- 




48 3- 


•PPVr-^ttlW. 4 8 4-«J» 


*ffc« 




48 5- 




443- 


•APsjassu 


488- 


■Wm. 48 9APSS!lSgP 



ran 
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[H2] 




[B1 0] 



HDD 
433 







,441 











442 



3>T>'y»«ll4QfiB 
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HDD 

23 


21 







RMP 




msm 




ZA 





RMP 



RMP 

*5?a— JU2 



<»>SS)30O 




o>f^ry««it)4oo 











201 








eta 


(%»«N)202 
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[08] 




&IHI2 00 2-1 2 3496 



3^>^*«t400A 



CAS 
411 




420 ^_ 
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^'JTTl^KfcofcW L- S25 



3" 









*fc6i 


mwm 
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462 



M"fe>*202 
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(51) Int. CI. 7 miE* Fl 

H04N 7/167 H0 4L 9/00 

H 0 4 N 7/167 
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F$-A(#%) 5B085 AA08 AEOO AE29 

5C025 BA2S BA27 DA04 DA05 
5C064 BA01 BBOI BC03 BC06 BC22 

BC25 BD04 BD09 BD14 CA14 
5J104 AAOI AA12 AA15 AA16 EA06 

EA18 NA02 NA35 NA37 PA05 

PA07 PA11 



